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The relations between Russia and the West are steadily deteriorating.
The Vienna Document adopted in 2011 within the framework of the
OSCE still remains a significant link between the parties. It contains
specific procedures for interaction between the military of the
participating States, which allow an acceptable level of mutual trust
and control to be maintained. The author of the report, Oleg Shakirov,
not only analyses the discussions surrounding the updating of the
Vienna Document, describing the fundamental difference in the
approaches of Russia and Western countries, but also proposes
practical steps aimed at creating conditions for its modernization.
Specific recommendations on strengthening confidence-building
measures, which are outlined in the document, take into account
Russia’s national interests and the commitment of all interested OSCE
participants to regional security, and can be used in the negotiations on
updating the Vienna Document.
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Highlights

THE VIENNA DOCUMENT 2011 (VD 2011) IS ONE OF THE FEW EXISTING
MECHANISMS OF CO-OPERATION IN THE POLITICO-MILITARY SPHERE IN
EUROPE. The confidence- and security-building measures (CSBMs) agreed in the
document facilitate the dialogue among the participating States and represent a
genuinely operational format for professional interaction between the military.

|

RUSSIA AND WESTERN COUNTRIES HAVE DIFFERENT VIEWS ON VD 2011
MODERNIZATION. Russia proceeds from the need for a comprehensive solution to
security problems in Europe, which should include the normalization of relations
with NATO in the politico-military sphere and the launch of negotiations on
conventional arms control. In this context, separate modernization of VD 2011 is
inappropriate. According to NATO’s position, VD modernization is possible without
linking it to pan-European security issues. NATO needs modernization to make more
transparent the military activity of Russia, whose actions “represent a fundamental
challenge to the Alliance.

|

THE POLITICAL ENVIRONMENT IS NOT CONDUCIVE TO THE MODERNIZATION
OF THE DOCUMENT. Future normalization of the situation in Europe is likely to
include another update of the list of confidence- and security-building measures.
This requires elaboration of approaches to their development based on the tasks
of ensuring Russia’s national security and understanding the opportunities and
limitations of the negotiation process.

|

FURTHER DEVELOPMENT OF THE VIENNA DOCUMENT SHOULD TAKE INTO
ACCOUNT RUSSIA'S SECURITY INTERESTS. Russia is able to make specific
proposals to this end. (a) To ensure the provision of information on rotational forces
in the territory of participating States. (b) To propose the inclusion in the list of
CSBMs of measures relating to naval forces, including provisions on information
exchange and visits to naval bases. (c) To agree on the format of inspections of the
U.S. missile defence bases in Europe as a basic transparency mechanism.

|

RUSSIA CAN ADDRESS SOME OF THE WESTERN CONCERNS ABOUT ITS
MILITARY ACTIVITIES WITHOUT MODERNIZING THE VIENNA DOCUMENT. To
this end, it can increase the transparency of the conduct of unannounced combat
readiness checks and perform major exercises with full observation in accordance
with the Vienna Document 2011.

|

RUSSIA MAY INITIATE A DISCUSSION ON THE POSSIBLE ADAPTATION OF THE
VIENNA DOCUMENT TO TECHNOLOGY CHALLENGES. (a) Invite participating
States to establish a new format for discussion — a workshop on military technologies
and technology-related aspects of CSBMs. (b) Regulate the use of additional mobile
and GPS equipment during inspections and evaluation visits. (c) Initiate discussion
on the possibility of using UAVs as an alternative to manned aerial surveys when
observing exercises.
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Discussion on the need
to modernize the Vienna Document

IN RECENT YEARS, Western countries have stepped up calls to
modernize the Vienna Document 2011 on Confidence- and Security-
Building Measures. This was preceded by more than two decades
of negotiations on the instrument within the framework of the
Organization for Security and Co-operation in Europe (OSCE), during
which the interests of various parties in the development of CSBMs
were changing.

Initial confidence-building measures were agreed in the Helsinki
Final Act of 1975. Eleven years later, the Stockholm Document
containing an expanded set of confidence- and security-building
measures was adopted. In 1990, consultations held in parallel with
negotiations on conventional forces in Europe led to the adoption
of the Vienna Document, which combined the measures of the 1986
Stockholm Document with the new CSBMs.

In the 1990s, the VD was regularly updated and reissued in 1992,
1994 and 1999. Russia took an active part in the development of
CSBMs. This activity peaked in the run-up to the 1999 OSCE Istanbul
Summit, during which negotiations were under way to modernize the
1994 document, and proposals were made by Russia, inter alia, for the
inclusion of naval CSBMs in the document.

Negotiations on the Vienna Document were not a priority for
Western participating States in the 2000s and in fact reached an
impasse. The document was not reissued for a decade. The relatively
stable situation in Europe also contributed to the shift in attention
from CSBMs.

Following Russia’s suspension of the Conventional Armed Forces
in Europe (CFE) Treaty in 2007, the situation around it turned out
to be linked to the VD negotiations. According to Pierre von Arx,
“Some participating States were no longer willing to negotiate
proposals related to the VD due to the unilateral suspension of CFE
Treaty implementation by the Russian Federation, while the Russian
Federation relaunched a number of proposals linked to provisions of
the adapted CFE Treaty!”

Consultations on the CFE Treaty did not resolve the crisis of the
conventional arms control in Europe regime (CACE), and the Western
position began to move towards strengthening the Vienna Document.
According to Steven Pifer, certain CFE Treaty controls could be
included in the VD2

The process of VD modernization received an impetus in 2010
after the adoption of the first decision in the format of the Vienna
Document Plus (VD Plus)? at the initiative of Russia. From a substantive
point of view, this decision was of a procedural nature, but it shifted
the negotiation process from the dead point*. The idea of updating
CSBMs was supported by the leaders of the OSCE participating States
in the Astana Declaration. This made it possible to reissue the Vienna
Document in 2011. It included changes agreed upon at that time,
including a mechanism to allow for regular updating of the document
through VD Plus decisions, as well as the possibility of holding special 5
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meetings of the Forum for Security
Co-operation (FSC) every five
years or more frequently to reissue
the document. In 2012-2013, four
VD Plus decisions were adopted,
including two at the initiative of
Russia: on prior notification of
major military activities held below
the threshold levels (2012) and on
the duration of visits to air bases
(2013).

Against the backdrop of
deteriorating European security
situation, the gradual updating of
the Vienna Document stopped. In
2014, the VD 2011 measures were
extensively used in the context of
the Ukrainian crisis. In accordance
with an OSCE fact sheet®, as of
the end of October 2014, 27 states
conducted 19 verification activities
A team from Russia and in Ukraine; 11 states (including Ukraine) conducted 5 verification

o . activities in Russia. The procedure for consultations and co-operation

Belarus IIS bnefgd during as regards unusual military activities (paragraph 16 of Chapter III) was
an inspection to the also applied, with the requests addressed to Russia and Ukraine.

United Kingdom, April At the same time, attempts by Ukraine to use the VD 2011 measures

2018 in the territories not controlled by the government proved ineffective.

In early March 2014, prior to the referendum on the status of Crimea,
a group of military representatives of OSCE participating States,
including an official of the OSCE Conflict Prevention Centre, visited
Ukraine at the invitation of Kiev (in accordance with Chapter III,
paragraph 18, of VD 2011, which was applied for the first time). The
group made several attempts to enter Crimea but was prevented from
< entering the peninsula by unidentified armed men®.

According to Johan Engvall, the application of the Vienna document
in Ukraine in 2014 (and in Georgia in 2008) shows that “it is essentially
a fair-weather conflict- and security-building tool; built on trust
rather than suspicion or control, it is too weak a tool in a severe crisis
situation’” The idea of increasing the effectiveness of CSBMs as a crisis
response tool took a prominent place in the discussion on the VD
modernization.

Another common justification for the need to update the document
today is the growing tension between NATO and Russia. As a result
of the Alliance’s increased military activity, the number of encounters
between NATO and Russian ships and aircrafts in the Baltic and Black
Sea regions has increased since 2014. The West started promoting
VD 2011 as an additional tool to prevent incidents whose risk had
increased, along with bilateral agreements on incident prevention
and agreements on the prevention of dangerous military activities. It
was proposed, inter alia, to elaborate and strengthen paragraph 17 of
the VD-2011 on co-operation with respect to hazardous incidents of a
military nature.

In the Warsaw Summit Communiqué issued in July 2016, the leaders
of the Alliance members underscored “the importance of modernising

Source: Ministry of Defence
of the United Kingdom
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CONTEXT: THE VIENNA DOCUMENT

The Vienna Document 2011 on Confidence- and Security-Building Measures is a politically
binding instrument adopted by 57 OSCE participating States. The zone of application for VD
2011 covers “the whole of Europe, as well as the adjoining sea area and air space” (for Russia
- the European part of the country up to the Urals), as well as Central Asian states.

In accordance with VD 2011, the participating States exchange annually information on
their military forces concerning the military organisation, manpower and major weapon and
equipment systems (Chapter 1) and information concerning their defence planning (Chapter
I1). Chapter Ill defines the procedure for consultations and co-operation with respect to unusual
military activities, as well as co-operation measures with respect to hazardous incidents of a
military nature; it also provides for voluntary hosting of visits to dispel concerns about military
activities. Participating States arrange visits o air bases (at least once in a five-year period)
and may promote and facilitate contacts and co-operation between the members of the armed
forces on a voluntary basis (Chapter V).

Chapter V stipulates that the participating States will give notification to all other
participating States 42 days or more in advance of the start of certain military activities
(including those where forces of other participating States are participants). Notification shall
be necessary, if military activity is at or above the defined levels. Military activity with the
engagement of land forces will be subject to notification whenever it involves at least 9,000
troops, 250 battle tanks, 500 armoured combat vehicles (ACVs), or 250 artillery pieces. It
is stipulated that notification of military activities above the agreed thresholds carried out
without advance notice to the troops involved will be given at the time the troops involved
commence such activities.

Participating States carrying out military activities involving at least 13,000 troops, 300
battle tanks, 500 ACVs or 250 artillery pieces, and, in the case of an amphibious landing,
heliborne landing or parachute assault — 3,500 troops, will invite observers from other
participating States. If such military activities are carried out without advance notice to the
troops involved and have a duration of less than 72 hours, participating States shall not be
obliged to invite observers (Chapter VI).

In accordance with Chapter VII, participating States will exchange with each other
annual calendars of their military activities subject to prior notification. Chapter VIl imposes
restrictions on certain types of military activity in terms of their quantity and levels.

Chapter IX is dedicated to compliance and verification of confidence- and security-
building measures. In accordance with it, each participating State has the right to conduct
inspections in the territory of any other participating State. Each participating State will be
obliged to accept at least three inspections per year. Participating States will be obliged to
accept from one to fifteen (depending on the number of units in the military forces) visits to
evaluate the information provided in accordance with Chapter I.

In Chapter X, the participating States are encouraged to undertake measures
complementing those stipulated by VD 2011, at the regional level. Chapter XI provides for
holding annual meetings to evaluate the implementation of VD 2011. The final Chapter Xl sets
the procedure for updating the document and stipulates the use of the OSCE Communications
Network (s special computer communication network) for the transmission of messages
between the participating States in addition to diplomatic channels. I
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International observers the Vienna Document [...] including through its substantive update
at NATO's Trident in 20168” Prior to the start of the special FSC meeting in November
Juncture 2018 military 2(?16, at which the docgment was planned ‘Fo be re'issue.d in accordance
exercise in Norway with the procedure stipulated by the version revised in 2011, Western
’ participating States were promoting specific proposals for its
October 2018 modernization. The general idea was that the document needed to be
Source: NATO strengthened as an instrument for increasing predictability during the
period of growing political-military confrontation.
Special FSC meeting was held on 9 November 2016, but the decision
to reissue the Vienna Document was not adopted by consensus.
Russia called on the Forum “to concentrate on the implementation
of the Vienna Document 2011 and the subsequent Vienna Document
Plus decisions [...] and on the creation of the necessary conditions
for resuming constructive discussions on strengthening the politico-
military foundations of European security®”
Western countries continued their efforts aimed at modernizing VD
2011. At the OSCE Ministerial Council in December 2018 a draft decision
was proposed, which, according to the Minister of Foreign Affairs of
Poland Mr. Jacek Czaputowicz, “included the vital reference to the
modernization of the Vienna Document,” and was viewed by Assistant
Secretary of State A. Wess Mitchell as an initial step “to update the
OSCE Vienna Document"” Russia’s opinion of VD 2011 modernization
being ill-timed remained unchanged™
Despite differing views of the participating States on the
modernization of CSBMs, the Vienna Document 2011 continues to be
8 successfully implemented. It may be in a better position than other
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conventional arms control agreements in Europe. Inspection activities
under the VD 2011 were not interrupted for a year, as was the case
in 2018 with the Treaty on Open Skies®. None of the participants to
the document suspended its implementation, unlike what happened
with the CFE Treaty after its adaptation failed. The participating States
have recently been demonstrating their commitment to the Vienna
Document 2011. In its public communication, NATO emphasizes the
implementation of CSBMs by the Alliance members', while Russia has
underscored its interest in maintaining the Vienna Document out of
public view — in its proposal to the United States at the Russia-U.S.
summit in Helsinki in July 2018%. The resilience of the Vienna Document
2011in the changing politico-military situation, the predictability in its
implementation and the continued support of participating States will
be important conditions for the further evolution of the document. l

SINCE 1975, CONFIDENGE- AND SECURITY-BUILDING MEASURES IN
EUROPE WERE EVOLVING STEADILY, HAVING TRANSFORMED INTO
THE VIENNA DOCUMENT BY 1990. ITS MOST RECENT SIGNIFICANT
CHANGES GO BACK TO 2011. EVEN THE UKRAINIAN CRISIS

HAS NOT IMPEDED THE PRESERVATION OF THE DOCUMENT. T
CONTAINS WORKING PROCEDURES FOR INFORMATION EXCHANGE
AND INTERACTION BETWEEN THE ARMED FORCES OF OSCE
COUNTRIES, INCLUDING RUSSIA AND NATO STATES,

>
—
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Different

approaches to the

modernization of the Vienna Document
and possible ways of its evolution

RUSSIA AND WESTERN COUNTRIES HAVE DIFFERENT VIEWS on VD
2011 modernization. Russia proceeds from the need for a comprehensive
solution to security problems in Europe, which should include
NATO’s abandonment of its policy of politico-military deterrence
and normalization of relations with Russia, as well as modernization
of the CACE. In this context, separate modernization of VD 2011 is
inappropriate, since it is not capable of solving fundamental problems
by itself. Amid the worsening situation in the field of European security,
the reissue of the VD 2011 would send the wrong political signal that
co-operation between Russia and the West continues.

Supporters of the VD 2011 immediate modernization believe that the
relevance of materially updating the document has increased precisely
because of the growing confrontation between Russia and the West.
The Vienna Document is seen as a tool that could address a wider range
of tasks than the current version. It could perform part of the functions
of the dormant CFE Treaty, in which Russia’s participation has been
completely suspended, and of co-operation within the framework of
the NATO-Russia Council that was frozen by the West.

According to NATO's position, the VD modernization is necessary to
make more transparent the military activities of Russia, whose actions
“fundamentally challenge the Alliance'®” Due to these reasons, the
modernization of the VD 2011, according to its supporters, has value
in and of itself and is perceived as a mechanism for limiting damage in
a more confrontational environment as compared to previous years.

Comparing different approaches to the VD modernization, it is
necessary to take into account the history of the European security
system development. Two circumstances may be noted in this regard.
Firstly, the CSBMs were most actively developing during the period of
co-operation rather than confrontation between the participants of the
pan-European process. Initial CSBMs were agreed in the Helsinki Final
Act of 1975, and subsequently reviewed in the Stockholm Document of
1986. However, their most active development took place from the late
1980s to the 1990s. Secondly, the VD was evolving not separately, but
rather in combination with the conventional arms control regime and
other agreements related to European security.

In view of these circumstances, the opinion that favourable conditions
and discussion of the entire range of problems in the politico-military
sphere are necessary for the modernization of the VD 2011 seems justified.
This does not necessarily mean that all these topics should be linked up,
and the Russian and Western approaches should be mutually exclusive.
The strategy of negotiations on the VD 2011 modernization should be
flexible and use the opportunities for dialogue and co-operation in this
area to contribute to the formation of more favorable conditions for
reaching an understanding on a wider range of European security issues.

o
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The Structured Dialogue on current and future challenges and
threats to security in the OSCE area can be considered an attempt
to reconcile the different approaches of Russia and the West. It was
launched at the end of 2016 in accordance with the joint ministerial
declaration of the OSCE participating States “From Lisbon to Hamburg:
Declaration on the Twentieth Anniversary of the OSCE Framework for
Arms Control”. At the moment, the Structured Dialogue is an open-
ended and informal process, in which comprehensive discussion of
politico-military issues is possible. The Informal Working Group on
Structured Dialogue and related events brings together diplomatic and
military representatives of all key States of the OSCE region, including
Russia (the level of representatives remains uneven).

Taking into account the current state of the discussion on the VD
2011 modernization, as well as different approaches of Russia and
the West, the most probable way of the VD 2011 evolution is coupled
with the resolution of other European security issues. This process
is likely to assume a protracted nature. The alternative — a separate
modernization of the VD 2011 — may be blocked by Russia, and
therefore is unrealistic. It is also possible that the VD 2011 will follow
a negative scenario of degradation, under which the document will
be losing its relevance as the military activities in Europe that do not
formally violate the provisions of the VD 2011 build up.

SEPARATE MODERNIZATION OF THE VIENNA DOCUMENT IS NOT CAPABLE OF
SOLVING THE FUNDAMENTALISSUES OF EUROPEAN SECURITY. RUSSIAINSISTS
THAT THE DOCUMENT BE UPDATED IN'A COMPREHENSIVE MANNER, BEING
LINKED TO CONVENTIONAL ARMS CONTROL ISSUES AND THE NORMALIZATION
OF RELATIONS WITH NATO.

Such degradation of the VD 2011 would not be in Russia’s interests:
in the conditions of the crisis of the conventional arms control regime
and NATO’s deterrence policy, a set of confidence- and security-
building measures makes it possible to ensure transparency of the
Alliance’s actions and has a deterring effect. In the future, when the
relations with Europe will be normalized, Russia will be able to use
the Vienna Document 2011 as a tool to address concerns of the border
states about possible threats in the region of common neighborhood.

In addition to these subjective factors (i.e. the positions of different
parties), the future of the VD is also associated with objective changes
in the nature of warfare in modern conditions, which will increasingly
require bringing CSBMs in line with the new realities. H

/
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Maving forward:
using the Structured Dialogue
and symbolic steps

ACCORDING TO THE OFFICIAL RUSSIAN POSITIONY, the
prospects for VD 2011 modernization are linked to changes in
NATO’s policy towards Russia, the prospects for the CACE and the
overall state of European security. Other OSCE participating States
continue to discuss the modernization of the VD 2011, making
specific proposals. In this context, it would be advisable for Russia
to participate in the discussion on the modernization of CSBMs in
a manner that does not contradict the principled stance on linking
the CSBMs to a wider range of European security issues. This can
be achieved through the Structured Dialogue.

Inaccordance with the Declaration on the Twentieth Anniversary
of the OSCE Framework for Arms Control, the participating States
note “the interrelation between CSBMs and conventional arms
control, and the wider politico-military context®” Thus, the
Structured Dialogue has a broad scope in terms of topics, and the
discussion of CSBMs within the framework of this process will
emphasize the link between the VD 2011 modernization and the
changes in the overall European security situation. Proposing ideas
on CSBMs as part of the Informal Working Group on Structured
Dialogue (rather than the official OSCE working bodies) will allow
Russia to ensure the flexibility of the negotiation strategy on this
issue. Discussion of the Vienna Document’s future could go hand
in hand with the threat assessment and the process of comparative
analysis (“mapping”) of military capabilities in Europe launched in
late 2017, which would also identify objective gaps in the existing
CSBMs. Such an approach would demonstrate Russia’s interest
in the long-term CSBMs development, and at the same time
emphasize the need for a comprehensive update of agreements in
the politico-military sphere, rather than a separate modernization
of the VD 2011.

Russia could specify what exactly, from Russia’s point of view,
constitutes the upgrade of the VD 2011. For instance, it could
define modernization as reissuance of the document with material
changes. Certain spot changes to the VD 2011 — the adoption of
mutually acceptable VD Plus decisions — can be taken out of the
modernization framework. Such decisions can be made both to
clarify technical issues and as symbolic gestures that send a signal
of interest in future VD development.

Symbolic gestures may include the steps not related to VD
2011 modernization, but rather concerning military activities
in general. Russia could take into account Western concerns
about unannounced combat readiness checks and exercises with
troop numbers close to the threshold, but without grounds for
observation.
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Structured
Dialogue

In both cases, Russian military activities are carried out in
accordance with the formal commitments under the VD 2011. In
accordance with the paragraph 41 of the document, if military
activities are carried out without advance notice to the troops,
notification to the participating States will be given not in advance,
but rather at the time the exercise commences. According to
Western representatives, a large number of unannounced checks
contradict the spirit, if not the letter of the VD 2011%. In this
regard, Russia could consider conducting such exercises in a more
transparent manner.

As far as the exercises below the threshold of 13,000 troops
are concerned?, in the West, NATO officials are promoting the
point that Russia is purposefully conducting military activities at
a level slightly below the threshold to avoid observation, and has
not conducted a single exercise above the threshold since 19912.
In this case, a symbolic gesture could be the demoenstration of
a fully observed exercise in accordance with the VD 2011. Such
symbolic steps could be taken without modernizing the VD, ideaily
in parallel with reciprocal steps from the other side*.

A round of the Structured
Dialogue on current and
future security challenges
in the OSCE region, June
2017

Source: OSCE

NATO'S CONCERNS ARE CAUSED BY UNANNOUNCED CHECKS OF COMBAT
READINESS OF THE RUSSIAN ARMED FORCES AND MAJOR EXERCISES THAT
DO NOT REACH A LEVEL AT WHICH THE WESTERN MILITARY EXPERTS COULD
OBSERVE THEM. RUSSIA CAN ADDRESS PART OF THESE ISSUES WITHOUT
MODERNIZING THE VIENNA DOCUMENT. RECIPROCAL STEPS TAKEN BY THE

WEST COULD HELP TO RESTORE TRUST.

The possible areas of VD 2011 development analyzed below are
given in view of the fact that it is expedient to consider the issues
of CACE and CSBMs in a comprehensive manner. l
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Overview of the main proposals
for the modernization of the VD 2011

OVER THE PAST FEW YEARS, and in particular in the run-up to the
special FSC meeting on the reissuance of the Vienna Document in 2016,
participating States have put forward a significant number of proposals
for modernizing the document in different parts:

|

France’s proposal to lower the thresholds for prior notification
of certain military activities, co-sponsored by all EU member
states; proposals to lower the thresholds for observation; and
proposals to expand the range of military activities subject to
prior notification;

|

numerous proposals from various participating States (EU
member states, in particular Poland and Ukraine) on risk reduction
(Chapter III), aimed at strengthening the capacity of the VD 2011 to
prevent incidents and increase the efficiency of the document as a
crisis response tool; proposals for additional inspection voiced by
the United States and Russia; and a proposal by Germany on the
possible use of independent fact-finding missions;

|

proposals to strengthen inspection activities, to create new
opportunities for verification activities and to change the
composition of inspection teams; proposals to increase annual
passive inspection and evaluation quotas;

|

proposals to change the parameters of the annual exchange of military
information (Chapter I), the German proposals to hold mandatory
briefings at FSC meetings by the participating State deploying new
types of major weapon and military equipment systems, and the
establishment of a centralized OSCE database on the major weapon
and equipment systems of the participating States.

Russia could adopt a diversified approach to these and other proposals
for the VD 2011 modernization. A fundamental distinction should be made
between proposals to develop existing CSBMs and proposals aimed at
making the Vienna Document a more intrusive instrument. In the first case,
Russia could signal its readiness to support proposals on strengthening
military contacts or exchanging of military information in the future. As for
more intrusive measures, Russia should signal that itis fundamentally against
their inclusion in the Vienna Document, since the VD 2011 modernization
cannot substitute for modernization of the CACE. This category includes
proposals for the possibility of sending independent missions that cannot
be blocked by the participating States concerned or for imposing substantial
restrictions on military activities.

=z
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USSia’S Concerns
the politico-military sphere

and possible ways for the evolution

0

" CoBMs

ACCORDING TO THE RUSSIAN MINISTRY OF DEFENCE, NATO’s
military activities in Europe have intensified in the past few years.

Bas

ed on the Defence Minister’s speeches at annual eniarged board

meetings of the Ministry of Defence, as well as speeches by other

SeEn

ior officials of the ministry, the following activities by NATO in the

conventional sphere cause Russia’s security concern:

|
increase in NATO’s and U.S. contingents in the member states
bordering on Russia and close to Russia’s state borders:

|

deployment of four multinational battalion task forces in
the Baltic states and Poland (deployment was completed in
2017; overall strength as of February 2018 — around 4,700
personnel with arms and equipment) on a rotational basis;

|
deployment of an armoured brigade of the U.S. Army to
Eastern Europe;

|

further NATO enlargement (accession of Montenegro to NATO in
2017, possible future accession of North Macedonia and Bosnia and
Herzegovina), as well as co-operation with non-member states,
including Finland, Sweden, Serbia, Moldova, Georgia, and Ukraine;

|
growing military budgets of NATO member states;

|
intensification of NATO member states’ intelligence activities
along Russia’s borders:

|

increased overall number of intelligence
collection flights near Russia’s borders in the
Baltic and Black Seas and the Arctic;

[ |
increased naval surveillance near Russia’s
territorial waters;
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|
with regard to military exercises:

|

growing intensity of military exercises (from
2014 to 2017, the number of exercises almost
doubled to 548; as of 2017, 30 are conducted
annually near Russia’s western borders)?;

[ |
large-scale exercises conducted near Russia’s
borders;

|

anti-Russia nature of exercises (use of Soviet-
and Russian-made military equipment, Russian
uniforms, and Russian-speaking personnel to
designate enemies);

|

deployment in Romania and planned deployment in Poland of the
Aegis Ashore missile defence systems, which include unified Mk 41
launching systems designed to launch both antimissiles and cruise
missiles;

[ |
increase in the strength of NATO’s response forces to 40,000
personnel amid reduction in their ready time from 45 to 30 days*;

|

improvement of infrastructure and stockpiling of weapons, military
equipment, ammunition, and foodstuffs within Europe with a view
to reducing troop shift time to the NATO member states sharing a
border with Russia;

[ |
curtailed military-to-military contacts.

In response to many of these steps, corresponding military measures
are being putin place. Itisin Russia’s interest to guide further development
of the Vienna Document 2011 towards addressing its own concerns. Given
that the Vienna Document 2011 is not a universal instrument and that
the agreed CSBMs also apply to the Russian armed forces, the following
proposals for upgrading the document can be put forward:

[ |
provision of information on the rotation of forces in the territory of
the participating states;

|

inclusion in the list of CSBMs of arrangements relating to the naval
forces, including provisions on the exchange of information and
on visits to naval bases by analogy with the section of the Vienna
Document 2011 concerning visits to air bases;



|

approval, possibly in
the format of additional
CSBMs (under Chapter X
on regional measures), of
a format for inspections
of the U.S. missile defence
bases in Europe as a basic
transparency mechanism.

With regard to the
implementation of the existing
CSBMs, Russia could use the
mechanism of consultation and
co-operation with regard to
unusual military activities in
order to request clarification with

respect to aspects of military activities that cause concern, such as Russian specialis’[g
the anti-Russian focus of exercises, as well as the improvement of conduct an evaluation visit

infrastructure with a view to creating opportunities for faster troop
shift towards Russia. The mechanisms of the Vienna Document 2011

of Rose Barracks, a U.S.

can be used to account for military incidents near Russia’s borders, military base in Germany,
such as the accidental launch of a missile by a Spanish fighter in January 2016

Estonia in August 2018%.

Source: 2nd Cavalry Regiment
of the U.S. Army
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Outlook for regional CSBMs

A German inspec-
tion team visits
the Russian 207st
military base in
Tajikistan, October
2017

Source: Department of Me-
dia Affairs and Information
of the Ministry of Defence of
the Russian Federation

ONE OF THEFOCUSES OF EXPERT
DISCUSSIONS on the future of
conventional arms control regime
in Europe and CSBMs is special
regimes for certain regions within
Europe tailored to the specific
features of the security situation.
The participating states of the
Vienna Document 2011, according
to Chapter X, are encouraged to
develop bilateral and multilateral
regional CSBMs in addition to the
measures approved for the entire
OSCE region. Russia is involved
in a number of such mechanisms:
with the Black Sea member states
of the Document on Confidence-
and Security-Building Measures
in the Naval Field in the Black
Sea, and with Finland. Previously,
bilateral agreements were in
effect between Russia and the
Baltic states. Russia’s closest ally,
Belarus, is also involved in regional CSBMs, primarily with Latvia under
a bilateral agreement on additional confidence- and security-building
measures.

The Baltic Sea region is a promising area for the approval and
application of additional CSBMs. At the moment, conditions are not
ripe for this: the Baltic states and Poland emphasize their status as the
eastern flank of NATO in deterring the alleged Russian aggression and
seek to ensure their own security primarily through military means
enlisting the support of the United States and other allies. Attempts
to build up co-operation with the countries of the region with respect
to the use of transponders by military aviation in flights over the
Baltic Sea have shown that they are not ready for bilateral dialogue on
security issues and prefer acting on behalf of NATO. In the long term,
additional CSBMs may become a necessary element for a sustainable
security system in the region. Russia can give a political signal that it
is ready to discuss such measures in the future as part of a renewed
European security system.

Another proposal to consider is to develop regional measures to
ensure transparency and visits by Russian inspectors to U.S. ballistic
missile defence sites in Romania and Poland. Previously, representatives
of the United States suggested that Russian military personnel should
be admitted to missile defence facilities in Europe In Poland, there
also was willingness to foster confidence-building measures to allow
Russian inspections of the Redzikowo complex®. Such measures can
be agreed upon with the inclusion of Russia, the host country, and the
United States. H
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Adapting to technology challenges

THE DEVELOPMENT OF MILITARY technology and the accelerating
technological development in a broader sense are becoming an increasingly
prominent factor in relationships between states in the politico-military
sphere, which will also need to be reckoned with in the possible upgrade
of confidence- and security-building measures. In any case, the Vienna
Document will not have to embrace all aspects of technology change.
International information security is covered by an individual list of
confidence-building measures within the OSCE to reduce the risks of
conflict stemming from the use of information and communication
technologies, whereas consultations on lethal autonomous weapon
systems are carried out at the global level within the framework of the
United Nations. It is advisable to initiate a discussion under the auspices of
the Vienna Document on its possible adaptation to technology challenges.
Such a discussion can be arranged (as a provision of the Vienna
Document) in the format of a workshop on military technologies and
technology-related aspects of CSBMs, similar to the OSCE Seminar
on Military Doctrines referred to in paragraph 15.7. One of the long-
range topics for discussion during such a workshop on military
technologies could be transparency concerning new types of weapons
that are not explicitly identified in the Vienna Document 2011, such as
reconnaissance and combat unmanned aerial vehicles (UAVs).

THE VIENNA DOCUMENT, JUST AS REGIONAL SECURITY IN GENERAL, ENCOUNTERS
NEW TECHNOLOGY CHALLENGES. ONE POSSIBLE DIRECTION FOR TS UPGRADE
IS ITS ADAPTATION TO THEM: THE LAUNCH OF A WORKSHOP ON MILITARY TECH-
NOLOGIES, INTRODUCTION OF UNIFORM RULES FOR THE USE OF MOBILE AND GPS
DEVICES DURING INSPECTIONS, OBSERVATION OF EXERCISES WITH THE HELP OF
UAVS, USE OF AUTOMATED DATA PROCESSING SYSTEMS FOR THE ANALYSIS OF
OPEN MILITARY BUDGETS.

The use of additional equipment in the course of inspections and
evaluation visits requires harmonization. An inspecting or evaluating
state can use a certain set of equipment (paragraphs 95 and 131 of
the Vienna Document 2011) and, prior to the visit, shall specify in the
relevant request additional equipment for which the consent of the
receiving state is required. In recent years, mobile phones and GPS
devices, for which no uniform rules have been established, have been
identified as additional requested equipment. In some cases, the
receiving party allowed the use of such devices, and in some cases,
inspectors met with a refusal?’. The use of these types of equipment
can be regulated. If there is common consent, the list of equipment
allowed to be used by default can be extended.

When it comes to the observation of certain military activities
(Chapter VI), one possible area for development is the organisation
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High-Level Military
Doctrine Seminar,
February 2016

Source: 0SCE

of aerial surveillance with the
use of unmanned aerial vehicles.
According to paragraph 574,
the host state is encouraged
to “provide an aerial survey,
preferably by helicopter, of the
area of the military activity”
Aerial survey using a UAV can be
viewed as a less costly and safer
aerial survey option. The UAV
option can be specified as an
alternative to manned survey in
a corresponding paragraph, and
it will be up to the host state to
provide this type of aerial survey.
Given the experience of the
Special Monitoring Mission (SMM)
to Ukraine in using UAVs leased by
the OSCE, the possibility for the
OSCE representatives to use UAVs
may also be envisaged for the
observation of military activities under the Vienna Document if the
host state has no capabilities of its own.

New technology solutions can be applied to information exchange-
related measures, specifically as far as the military budget is concerned.
In a number of the Vienna Document 2011 participating states, including
Russia, information about the budget is available in the open data
format, which ensures automatic processing. Information about the
military budgets of the participating states provided in the open data
format can be integrated into a platform with a single database and
interface accessible by authorized users of the OSCE Communications
Network. The participating states can therefore benefit from a
more convenient and functional tool to exchange information, while
maintaining the volume of information subject to exchange unchanged
(pursuant to paragraph 15.4). H
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“ractical recommendations
for reforming the Vienna
Jocument 2017

BASED ON THE CURRENT SITUATION in European security and
positions of the states in the OSCE region, three possible options
for the evolution of the Vienna Document 2011 on Confidence- and
Security-Building Measures can be outlined: (a) an individual upgrade
of the Vienna Document 2011 with an increase in its intrusiveness
regardless of the situation with other CACE elements; (b) upgrade of
the Vienna Document 2011 in conjunction with the development of
CACE and normalization of the relationship between Russia and the
West in the military and political sphere; and (c) gradual degradation
of the Vienna Document 2011 and reduced role of CSBMs in Europe.

The alignment of the upgrade of the Vienna Document 2011 with the
improvement of the situation in European security and modernization
ofthe CACE regime meets Russia’sinterests and isadequately supported
by the track record of negotiations over military and political issues
in Europe. This position does not rule out the possibility of CSBMs-
focused dialogue and co-operation.

The following suggestions are put forward in the report:

|

Russia should work out an approach enabling it to participate in
the discussion on the upgrade of the Vienna Document 2011, which
would not contradict the principled position on its alignment with
other issues;

|

in order to emphasize the link between the modernization of
the Vienna Document 2011 and the future of CACE, it would be
reasonable to discuss proposals for amending CSBMs within
the framework of the Structured Dialogue in parallel with
a comparative analysis (“mapping”) of military potentials in
Europe;

|

to specify what exactly, from Russia’s point of view, constitutes
the upgrade of the Vienna Document 2011 and to ensure
possibilities for making spot changes to the document in the
format of Vienna Document Plus decisions;

|

to consider increasing the transparency of unannounced checks
of combat readiness and conducting a demonstrative exercise in
full compliance with the Vienna Document 2011 — symbolically
important gestures, ideally accompanied by reciprocal measures
taken by the West;
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with regard to the proposals put forward for the upgrade of the Vienna
Document 2011, to draw a fundamental distinction between proposals
concerning the upgrade of CSBMs already in place and those aimed at
making the Vienna Document a more intrusive instrument; to signal that
in the former case Russia could eventually support constructive ideas,
whereas in the latter case, it is opposed in principle, since the Vienna
Document 2011 cannot replace the modernization of conventional arms
control;

|

in view of Russia’s concerns over NATO'’s military activity, to work
out proposals for upgrading the Vienna Document 2011 in the
following dimensions:

[ |
provision of information on the rotation of forces
in the territory of the member states;

|

inclusion in the list of CSBMs of arrangements
relating to the naval forces, including provisions
on the exchange of information and on visits to
naval bases;

[ |

approval, possibly in the format of additional
CSBMs (under Chapter X on regional measures),
of a format for inspections of the U.S. missile
defence bases in Europe as a basic transparency
mechanism;

|
to actively apply the mechanism of consultation and co-operation
with respect to NATO’s unusual military activities;

|

Russia can give a political signal of its willingness to discuss additional
CSBMs in the Baltic Sea region in the future as a component of a
renewed European security system;

|

to initiate a discussion under the auspices of the Vienna Document
about its possible adaptation to technology challenges in the form of a
workshop on military technologies and technology-related aspects of
CSBMs, similar to the OSCE Seminar on Military Doctrines;

|
to invite participating states to regulate the use of additional
equipment during inspections and evaluation visits;

|

to explore the possibility of using unmanned aerial vehicles as an
alternative to manned aerial surveys when observing certain military
activities under the Vienna Document 2011;
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|

to consider updating information exchange methods under
the Vienna Document 2011 with regard to the military budget,
envisaging the creation of an electronic platform with a single
database and interface accessible by authorized users of the OSCE
Communications Network, while keeping unchanged the volume of
information subject to exchange.
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