Anekcen Jlykaukumi

ONPEAENEHNE NCTOYHWKA KMBEPATAK

B 5.42 N0 TMXOOKEAHCKOMY BPEMEHU CEPXaHT BOEHHO-BO3AyLHbIX cun CLLUA Tomac
Bneiik cnyy4ainHo GprkcupyeT NOArOTOBKY K MYCKy 6aninCTUYECKO pakeTbl C TEPPUTOPUM
Kutarickorn HapogHown Pecnybnukun. BeiBLUniA MOpMex, TONbKO YTO BbILIEALWNIA B OTCTaB-
KY ¥ MO CTEYEHUNIO OOCTOATENLCTB OKa3aBLUMIACS Ha 0. XaliHaHb B COMPOBOXAEHNN HECO-
BEPLUEHHONETHEN MNEMSAHHULbI CTPEMUTENBHO MPOHMKAET Ha 3aCEKPEYEHHbIN KuTam-
CKuiA 0ObEKT, MPOOMPAETCS B LLIAXTY C SAEPHBIMU PAKETAMU 1 C MOMOLLLLIO NEPOYNHHOIO
HOXa 1 Kypca KBaHTOBOM GU3MKK, CO CKYKM MPOMMCTAHHOrO B cCaMoseTe, 06e3BpexXnBaeT
60eronoBky 3a 7 cekyHA, 10 CTapTa, B 04epenHoi pa3d cnacas Mup ot rmobanbHon KkaTa-
CcTpodbl. TakmMm Mor Obl ObITb CLEHapUIA Gpunbma, NOCBSALLEHHOrO SAEPHOMY TEPPOPU3-
My 1 OBNECTHBIM aMePUKaHCKMM crieucnyxbam, 6oLl KOTOPLIX B 0AMHOYKY 06e3Bpe-
XVBAIOT Napy COTEH KUTANCKNX SKCTPEMUCTOB, PELUMBLLMX Pa3BSA3aTb TPETLIO MUPOBYIO
BOViHY. HO Mbl >kBEM He B NaBunboHax fonnveyaa, v 9 ¢ TpyAoM npeactaensio cebe, 4To-
Obl XenatoLme pasea3aTh rodanbHbI KOHONKT, ECAN TaKMe HAAYTCS, MOLLAN MO 3TOMY
cueHapuio. fopasno 6onee NpaBaoONOA0OHbIM KaXETCS anoKaaUMncuc, B KOTOPOM yrpo3a
YHUUTOXEHNS YenoBeyecTBa NpuaeT u3 knbepnpocTpaHcTea. Ho ecnv KbepuHUMaeHT
CNYYUTCS, KaK ONPenennTb, KTO 3a HUM CTOUT? Beapb faxe B peasnbHOM XN3HN YCTAHOBUTb
BMHOBHOIO B NPECTYMNNEHNN ObIBAET O4EHb HEMPOCTO.

3A4YEM HAM HYXXHA ATPUBYLINSI U HTO OHA B CEBS1 AIOJ1XKHA BKJTIOYATb

Korga Mbl umMeeM Oeno ¢ MMpOM MaTepuanbHbiM, B KOTOPOM MPUCYTCTBYIOT SAepHbIe
00€eronoBkn, BOMHCKME GOPMUPOBAHMS, 3CKaApPWibM CaMONeToB, OOEBble FPyMmbl
kopabnei, He cocTaBnsieT O0MbLIOMO TPYAA ONpenenunTb, KTo 3a HAMU CTOUT. Bpsa, nun
CTOUT 0XWnAaThb, YTO aBMAHOCHANA yaapHas rpynnupoBka MOXeT ObiTb CO34aHa onmrap-
XOM, a LaxTbl C SAEPHLIM OPY>XWEM MPOPbITbl NtobuTensamn. C kmbepyrposamu Oeno
00CTOUT C TOYHOCTbLIO 10 HA0OOPOT.

CuTyauus ycyrybnseTcs Tem, 4To B HacTosiLee BpeMs no 3akasy HATO Bepetcs paboTa
Haf, BTOPOW pefakumeii TaniMHCKOro pykoBOACTBa' MO MPUMEHEHUNIO MEXAYHAPOOHO-
ro npaea npw BeeHnn KMOepBOWiH, elle B MEPBOI BEPCUN KOTOPOro 060CHOBLIBaNach
BO3MOXHOCTb GM3NYECKOro OTBETA Ha kKnbepHananeHne. O4eBMAHO, YTO B TakOl CUTY-
auMm Kak HMKOraa BaxHa npaBusibHas aTpubyums MCTOYHMKA Knbepyrpos. OwmnboyHas
NaoeHTUGUKAUUSA MOXET NPUBECTU K Pa3BA3bIBAHNIO BOVHbI (JTOKaJIbHOW, PErnoHansHOm
W rmobanbHO) nnn, Ha0boPOT, MPUBECTU K TOMY, YTO OYAET ynyLLIEeHO BpeMsl, He0OX0-
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anMoe ang noarotoBkn K OTPaXXeHUIo arpeccuu. HecnocobHocTb YCTAaHOBUTb UICTUHHO-
ro BUHOBHMKA W1, TeM Oosee, 3aKas3ynKkoB, He MO3BONUT B MOJTHOW Mepe 3a4eNCTBOBaTb
nMerLmeca B pacnopsaXXeHnn Kaxagoro rocygapcrtsa guniomMartnyeckme, nonmtunye-
CKMe n ropnanyeckme pblyaru.

MoaTomy aTpmbyLMS HYXXHA HE TOJIbKO /18 TOro, 4ToObl MOHATb, KTO AENCTBYET NPOTUB
Hac, HO 1 4TOObI BLICTPOUTb OOOPOHUTENBHYIO CTPATErMIO U CNNAHMPOBATL 3aLLMTHbIE
nenctema. OovH BapuaHT, eCNv Mbl UMEEM [EN0 C HapyLInTeneMm, 3a KOTOPbIM CTOUT
rocyaapCTBO; EC/IM Xe Yyrpo3a peann3oBaHa HerocyaapCTBEHHBIM @aKTOPOM, TO U OTBET-
Hble OeACTBUA O0/MKHbI OblTb Apyrie. He Ha TeXHUYECKOM YpOBHE — TYT MEXaHU3Mbl
3awWmTbl OyayT NpakTUYECKN OAMHAKOBBLIMU (ECNIM He paccMaTpuBaTb BO3MOXHOCTb
60oMbapaMpOBOK B OTBET Ha CKaHMPOBaHWE CETK), a Ha AUMNIIOMATUYECKOM W NPaBOBOM,
N UMEHHO OT aTpubyuumn byaeTt 3aBMCceTb HAbOp LWaroB, KOTOpPbIE NPeanpPUMeT rocy-
0apcTBO. B KOHLE KOHLOB pUck 0OHapPYXeHUs U NpaBuiibHOM aTpubyLmmn MOXeT cTaTb
coepxuvBatoLLM GaKTOPOM A1sl, Kak MUHUMYM, FOCYAaPCTBEHHbIX aKTOPOB.

foBops 06 aTpubyumnn, Haoo 3apaHee MOHATb, HACKObKO TOYHO Mbl XOTUM OTBETUTH
Ha BOMPOC KTO HAC arakyerT, 0,0 KaKoro YPOBHS AeTannsaummn goiTu. TanimHckoe pyko-
BOJICTBO He 0060 rnyboKo NorpyxaeTca B AeTanu 1 NpoCTo ULLET OCHOBaHUSA OJ1st NPU-
MEHEHWs! TPaOULMOHHBIX BOOPYXXEHWIA MPOTUB KubepHanaaeHuii, NoaToMy atpuoyLms
B HEM OrpaHNyMBaeTCa onpenesieHnemM rocyaapcTea, ¢ TeppuTopum KOTOPoro Gpukcu-
pyeTcs knbepataka. OHaKo B YCNOBMSX, KOraa Nto6oi XenaoLwmii ¢ MiobbiM rpaxaaH-
CTBOM MOXET apeH10BaTb MHTEPHET-CepBep B N0O0I CTpaHe, OrpaHUYnBaTbCs TOSIbKO
onpeaeneHnemM MecTononoXeHNs NCTOYHNKA aTaku Obi10 Gbl HEKOPPEKTHO.

NpeHTndukaums yana, ¢ KOTOPOro OCYLLECTBASIETCS BO3AENCTBME B KMOEPNPOCTPAH-
CTBE, HEOOXOAUMA, YTOObI MOHATL, MPUHAAJIEXUT 3TOT Y3EN YACTHOMY JIULLY U OpraHun-
3aummn, Kakom MHTEPHET-NpoBanaep Bbiaenun IP-agpeca ona AaHHOro ysna (BO3MOXHO,
STOT NpOBaep 3amMeyeH 1 B opyrux kubeparakax), prsanyeckoe MeCTOMONOXEHME faH-
HOrO y3/51a (KOTOPOE 3a4acTy0 MOXHO ONPeaennTb), HACTPOWKW Y313, BIJIOTb A0 UCMOb-
3yeMoil OrnepauyoHHON CUCTEMbI M MPUIIOXKEHWIA, MO KOTOPbIM MOXHO nonpoboBaTtb
ONPELENUTL A3bIKOBYIO UM HAUMOHASTBLHYIO NPUHALJIEXHOCTb aTaKyoLWEro, U T. A.

MpoeanbHo, ecnu B paMkax aTpudyumm MOXHO OyaeT caenatb BbiBO4, O MOTMBaX COBEp-
LIAEMbIX AENCTBUIA, 4TO MOMOXET MPOBECTN FPaHb MEXAY roCYyAapPCTBEHHbIMU U YacT-
HbIMW LIeNIMM COBepLLIEHMS KnbepHananeHunin. OgHako onpeaeneHne MoTnBaLmMm — 3To
yXXe BbICLUMI NuioTax B 06nacTn atpubyumm cneuonepaumii B KnbepnpocTpaHCTBe.
ToNbKO TEXHUYECKNUMM CPEeACTBaMM PELLMTL 3Ty 3a4a4y HEBO3MOXHO.

NOCNEAHUE NPUMEPbI ATPUBYLUUU KUBEPYTPO3

McTopun ¢ atpubyumeli atak BCTPeYaloTCs elle Ha 3ape GpopMUMpPOBaHUS OTPac/u
MHPOPMAaLMOHHONM 6e30MacHOCTM, HO Ha HOBLIN YPOBeHb 3Ta Tema Bbiwna B 2010 1,
Koraa Ha Komniekce no oboralleHuto ypaHa B MpaHCKOM HaTaH3e 6bin 06HapyXeH Bpe-
IOHOCHBIN KOA, NO3Xe Mojy4mBLIMIA Ha3BaHue Stuxnet?. IMeHHO Torma cneumnanncTbl
BCEPbE3 3a4yMaUCb O TOM, KaK MAEHTUOUUMPOBATL CUJlbI, CTOSILLME 32 AaHHLIM Bpe-
[OHOCHbIM KOZOM. Befib BUPYC Haxoauncs Ha M30AMPOBaHHOM OT MHTEPHETa 00bEeKTE;
bonee TOro, 3apaxeHune NPON3OLLIO Kak MUHUMYM 3a rof, A0 Havana opuumanbHOro
paccnegoBaHus. MHavye roBops, OTCAeanTb ero peanbHoro aBTopa HU Mo UHTEPHET-
aKTMBHOCTU, HX MO 3anuUcsaM XypHana npoxoaa Ha TeEpPUTOpUIO 0ObeKTa He NPeaCcTaB-
NAnocb BO3MOXHbLIM. B npouecce paccnenoBaHus 6bii0 BbICKa3aHO NpennonoxXeHne

74 ONPEAENEHVE UCTOYHNKA KUBEPATAK



0 TOM, 4TO aBTOpPOM Stuxnet senaioTcsa cneucnyxosl CLLUA 1 M3panns, 4To KOCBEHHO
OblNI0 NOATBEPXAEHO Kak padobnadeHnsaMmm 3. CHoyaeHa, Tak U psaoM Apyrux nyonam-
K&LI,VIVI nocnegHero BpeMeHu. O,D,HaKO npPAMbIX 0Ka3aTes1bCTB, KOTOPbIE MO Obl ObITb
npoaHann3npoBaHbl HE3ABUCUMbIMK 3KCMepTamMu, Tak N He Obl10 npeancTaB/ieHo, 4TO
MOHATHO, y4nTbIBas cneundrky 06bekTa 1 caMoil cUTyaumn.

W po, n nocne Stuxnet 6e3pokasatesnibHble 3asiBeHNs 06 aTakax Co CTOPOHbI Pa3nmy-
HbIX FOCYAApCTB Aenanvcb B pamkax koHdnukToB B CeepHon Ocetun, lOrocnasuum,
YkpanHe, Jlmeun, Cupum n T.n. Ho macna B OroHb Nognanna aMmepukaHckas KoMnaHms
Mandiant, no3xe kynneHHas FireEye®, Takxe amepukaHCKOW. 3a nocnegHee Bpems
FireEye BbinyCTUNa HECKOJIbKO OTYETOB, B KOTOPbLIX MOAPOOHO NCCNEeay0TC pa3NnyHbIe
KMOEPLUMMOHCKME W Xakepckue KaMmnaHum, HanpumMmep, AenNcTBUS KUTANCKOWN XaKepCKowm
rpynnbl APT1 (B Ka4eCTBe OJHOr0 M3 aTpMOYTOB Ha3blBANOCh BPEMSI MaKCUMAabHOM
aKTMBHOCTW, COBMaaloLLee C 4acoBbIM NosacoM LLlaHxas), poCCUNCKON XakepCKom rpyn-
nbl APT28, npaHckon rpynnel Ajax Security Team, B3nom Sony Pictures Entertainment.

Momnmo FireEye aHaorn4Hble nccnegoBaHna npoBoANINCb KOMMNAHUAMNA

+  Cylance*, koTopas n3y4ana kaMnaHuio MpaHckux xakepos Cleaver (HOX MSICHUKA);

+ Partners, koTopas packpblna onepaunio Newscaster (TesieKOMMeHTaTop), Takxe
NCXOAMBLLYIO U3 MpaHa;

« Jlaboparopmeti Kacrniepckoro, koTopas packpbiia kamnaHun Macka® v KpacHsbivi
OKTSI0Pb;

«  QGroup-IB®, HawepLwel cnen Vicnamckoro rocyaapcTsa B aTakax Ha MHOIMe poCcCuii-
CKne opraHmsaunu;

+  BAE Systems, nccnepoBaBluasi ataky Ha YKPaWHCKME KOMMbIOTEPBI M HalleaLas
Ha HUX pyCCKue OTNeYaTKu;

+  Check Point, packpbiBLUuas IMBaHCKYIO xakepckyto rpynny Volatile Cedar (Jletyqnii keap);

+ Taia’ Global, koTopasi BONPeKM pacnpoCTPpaHEHHOMY MHEHMIO, YTO KOMMaHuio Sony
B3nomanun xakepbl 3 CeBepHoli Kopeu, gokasana, 4To Sony BCce-Taku atakoBaau
n3 Poccuu.

Bo Bcex cnyyasix ofis atpubyLmm Crnonb30BaMCh pasnyHble 000CHOBaHMS. Hanpumep,
B mapTe 2014 r. amepukaHckas BAE Systems obHapyxXuna Ha YKpanHCKUX KOMMbloTepax
cneabl NPOHMKHOBEHMWS XOPOLLIO MOArOTOB/IEHHBIX MPOGMECCHOHAI0B, NCMONL3YIOLLNX BPE-
noHocHoe MO Snake® (3mes) U3 4acoBoro nosica, B KOTOPOM Haxoautcs Mocksa (rnoue-
My Oblna HaseaHa MockBa, a He, Hanpumep, Vieme, Mpak, Magarackap nam dduonus,
HaxosLWMecs B TOM Xe 4aCoBOM nosice?). MNo3xe TOT e BPeAOHOCHLI Kof, Obl1 HaaeH
Ha HEeCKOMbKMX KoMMbloTepax 6enbruiickoro MAOa. 3atem pycckuii cries Obin 0OHapyXeH
duHckon komnaHnen F-Secure Bo BPEAOHOCHOM KOAE BlackEnergy, a Tam nogocnen v oT4eT
FireEye npo xakepckyto rpynny APT28, nencTaytoLyio 13 MockBbl 1 NALLYLLYIO BPEAOHOC-
Hble NPorpamMmebl B paboyee Bpemsi o Mockse. Buanmo, 31o nposiBieHne KnacCu4eckux ans
WMHOCTpPaHLLEB CTepeoTnnoB: Poccna — aT1o Mockea 1 ogHa CTpaHa — OAWH YaCOBOW MOSIC.

B cnyyae ¢ atakamu UM Ha poccuiickme pecypcbl aTpnbyums Gbiia 4OCTaTO4HO NPOCTOMN:
rpynnupoBku Cyber Caliphate, Team System Dz, FallaGa Team v Global Islamic Caliphate
MaCCOBO B3JlaMbIBa/I UHTEPHET-PECYPChI C XOPOLLIEN NOCELLAEMOCTbLIO, HAa KOTOPbIX pas-
MeLLanu CBOW JI03YHIM U MTHOBEHHO My6IMKOBany MHdopMaLmio 06 3TOM B COLLMANbHbIX
cetax Twitter n Facebook. Mo aTomy cueHapuio aencteoBana n Cupuiickasl S1eKTpOHHas!
apmus. TIpUMEPHO Takke MOEHTUOUUMPOBANUCE N AencTeus KubepbepkyTta, KOTOPbIA
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He CKpbIBasiCb NMyOSIMKOBAN AaHHbIE O CBOUX MO4BMrax Ha CBOEM CaiTe, YTo obneryano
Nouck BUHOBHbIX. Camblli TPOCTOM cnocob atpnbyummn knbepHanageHuii — fo6poBOSb-
HO€ Mpu3HaHVe B COOEAHHOM aBTOPOB aTtaku. [pu ycnosun, npasna, 4To y4eTHble 3anu-
CW 1N PECYPCBI, HA KOTOPbLIX pa3meLLaloTca npuaHaHus (Twitter, Facebook, cant n T.n.),
OeCTBUTESIbHO NPUHAANEXAT 1M, a HE MPOCTO B3/IOMaHbl KEM-TO APYIMM.

DDoS-atakn WpaHa npotuB ¢uHaHcoBbIX WHCTUTYTOB CLUA (onepaumnsi Ababil)
N TONMBHO-3HEepreTnyeckmx komnaHui Katapa n Caynosckor Apasum B kKoHue 2012 —
Hayane 2013 rr. 6b1 MOEHTMOULMPOBaHA MO PErNCTPaLLMN UCMOSIb3YEMbIX ANs aTa-
kn IP-agpecos.

Onepaunsa MpaHckmx xakepoB Hox msicHuka Gbina aTpubyTMpoBaHa cpasdy Mo psiay
napameTpoB. Bo-nepBbix, B pamkax onepauuv MCNOab30BanuCb MEPCUACKME UMe-
Ha XakepoB, a BO-BTOPbIX, AOMEHbI, IP-agpeca v nHppacTpykTypa, UCrnonb3yemMble
B pamkax araku, Obliv 3aperncTpupoBaHbl B VipaHe. Takke 1 OEACTBUS NIMBAHCKOrO
Jletyyero kegpa Oblnn MOEHTUOULMPOBAHbLI MO HECKOJIbKMM NapamMeTpam: KOMaH4-
HbIM CepBepaM, PacnofioXEeHHbIM Ha NMoLLaAKe NMBAHCKOWM XOCTUHIOBOW KOMMaHUW,
no DNS-3anpocam, koTopble Benv B JIBaH, 1 agpecamM 31eKTPOHHON NOYThl, Ha KOTO-
pble Oblny 3apErnCcTPUPOBaHbl HEKOTOPbIE AOMEHbI U KOTOPLIE Obliv CBA3aHbI C IMBAH-
CKMMW NONUTUYECKUMU akTMBMCTaMmK. O4eBUOHO, YeM BOJIbLLE Pa3NINYHbIX NapaMeTpoB
ncnonb3yeTcs ans atpnubyuum, TemM oHa TOYHee.

KoHdby3 cnyunncs B UCTOpUK C MPOHUKHOBEHMEM B CETb KOMMNaHum Sony B Hosibpe 2014 T,
KOTOPOE 1 MOCNYXMNO0 NPUYNHON 04EepeaHOro BUTKa Cepbe3Horo BHMMaHus CLUA k Teme
Kno6epObe30onacHoCTU 1 pa3paboTKy LIeSIOro Naketa HOPMAaTMBHbIX aKTOB, HarNpPaB/IEHHbIX
Ha ycuneHune 6opbObl ¢ xakepamu. CLLA npakTnyeckn cpaldy 00BMHWUAM B aTake Ha Sony
CEBEPOKOPENCKNX XakepoB, KOTOPbIE NPEeAYNPEXAanU, YTO 3a BbiMyCKOM B npokat dpunbmMa
WHTEPBBIO NPO ceBepokopenckoro nuaepa Kum Yew blHa nocneayoT OTBETHbIE AENCTBUS.
W x0T9 rnocsie He 3Ha4nT BC/IEACTBME, aMePUKAHCKME BNACTV NOCMELUNAN Ha3BaTb BUHO-
BHWKa Bcex 6en, nonyTHO BBeAst NpoTve CeBepHoi Kopen ouepenHblie caHkumn. M cHoBa
[oKa3aTenbCTBa y4acTus B eSie KOPENCKIMX 3M0YMbILLNEHHNKOB fo0bIBana FireEye. OnHa-
KO amepukaHckasa koprnopauus Taia Global noctaBuna nog COMHeHue BbiBOAObl FireEye
0 CEeBEPOKOPENCKOM Cnefie, NpeACTaByB 00KA3aTENLCTBA, YTO 3a atakaMu Ha Sony cToaT
poccusiHe. DrHanbHLI akkopa, B 3TON MCTOPUM MOKa Tak 1 He NPO3By4an.

MNOYEMY BCE TAK NJ10X0 C ONPEAEJTIEHUEM NCTOYHUKA KUBEPYIPO3?

MOXHO BbIAENNTb HECKOJILKO FPYMN GakTOpPOB, KOTOPbLIE MELLAIOT aAEKBATHOMY 1 OOHO-
3HaYHOMY OMnpeaeneHnto NCTOYHMKOB creLonepaunii B knubeprnpocTpaHCTBe: reonosiun-
TUYecKkune, NpaBoBbIe, TEXHUYECKNE, IKOHOMUYECKINE U NMCUXON0rnyeckue.

leononutuyeckas cutyauusa

KnbepakTnBHOCTb BOEHHOIO HAa3HAYEHWS CEFOAHS MPEBPATUNACL B MHCTPYMEHT reomno-
nUTNYEcKo 6opbObl. YTO MOXET BbITb NPOLLE, YHEM OOBMHUTL TO UM UHOE FOCYAAPCTBO
B arpeccum ToJfibko Ha TOM OCHOBaHWUW, YTO C ero TeppuTopun 3aduKcrpoBaHa Knbep-
araka? W, kak Mbl HEOAHOKPATHO Habsoaann 3a nocnefHee BPemsi, OTAENbHbIE CTPaHbI
1 GNOKM CTPaH aKTUBHO MCMOJb3YIOT 3TOT nprem. Kto B3noman lNMeHTtaroH? Pycckue xake-
pbl. KTo B3noman benbii oM 1 nony4unn goctyn k nepenuncke bapaka Obambl? Pycckne
xakepbl! KTo B3noman naéopatopuio B Jloc-Anamoce, 3aHMMalOLLylocst paspaboTkamm
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anepHoro opyxusa? Onatb pycckue xakepbl! Tak 1 GOPMUPYETCA UMUK BCECUIBHOIO,
HO MOYEMY-TO HEeYIOBUMOIO PYCCKOr0O Xakepa, KOTOPLIV JIOMAEeT BCe, Y4TO NoMaaeTcs emy
nopg, knaewatypy. lNpaega, Poccusi Toxe He OTCTaeT, perynsipHo 3assnss 06 atakax, nay-
LLMX C TeppuUTOpUM YKpanHbl nnun Mpyamm (B 3aBUCUMOCTM OT HaMPSKEHHOCTM BO B3au-
MOOTHOLLEHMSIX C TEM UAN MHBIM ObIBLLWMM riapTHepom no CoseTtckomy Cotody). HepasHo
CTano U3BECTHO, 4TO POCCUIO aKTMBHO aTakyloT NPeacTaBuTenu Vicaamckoro rocyaap-
CTBa, BbIOPABLUEro Halle rocyaapCTBO B KAYECTBE OYEPELHOM XEPTBbI.

XenaHne cBA3aTb KOHKPETHYIO ataky C KOHKPETHbIM rocydapCcTBOM, He pa3bupasicb
B peasibHbIX UCTOYHMKAX U MPUYUHAX, BIOSIHE 0OBSACHNUMO — 3TO YA006HbIV NPUEM B reo-
nonuTuyeckom 6opbbe, 0COBEHHO ECNM HY>HO ObICTPO co3aaTth 06pad Bpara. [a v noa-
NUTbIBaTb €ro HECJIOXHO: OOCTaTO4YHO Ha O4YepenHol NpPecc-KoHGepeHLMn BCKOMb3b
YNOMSIHYTb NMPO PYCCKUIA, MCIAMCKUIA, YKPAaMHCKUI cnen, U XXypHanucTbl caMu pasayoT
BOKPYF 3TOr0 3asiBNEHNS Knbeprnoxap.

OTOenbHO CTOUT YNOMSIHYTb, YTO MOEHTUDMKALMS UCTOYHNKA B CIOXHOW atake, npo-
XOASLLEN Yepes HECKONIbKO rOCYAAPCTBEHHbBIX FPaHML, U KOHTUHEHTOB, TPeOyeT akTuB-
HOro B3aMMOJENCTBMS NPEACTABUTENEN rOCYAAPCTB, HE TOJIbKO HAXOASLMXCS B pas-
HbIX IOPUCOMKLUMAX, HO MHOMIA U arpecCcuBHO, Jaxe BpaxaeOHO Mo OTHOLUEHWUIO Apyr
K ApYry HAaCTPOEHHbIX. MOXHO N1 ObITb YBEPEHHBIM, YTO Takoe COTPYOHMYECTBO OyaeT
HanaxeHo? [laneko He Bcerga. Hanpumep, He Tak gaBHO Ha KoHdepeHuun Positive
Hack Days B Mockee npeactaButenn GCB 3asBmnn, 4TO B HACTOSALLMIA MOMEHT 60/1b-
LLas YaCTb XakepCKOn akTUBHOCTW, HanpaBneHHOW NpoTuB Poccuu, nget ¢ Tepputopun
YKkpauHbl, HO HOPMasbHO B3aUMOENCTBOBATb C YKPaMHCKUMK crieucnyxb6ammn He yaa-
€TCS MO BMOJIHE MOHSATHLIM MpUYMHaM. XoTa nHorga HabntoaaeTcs U obpaTHas KapTu-
Ha. HanprmMep, BO BpeMs NoAroTOBKM 1 NPOBeAeHUS 3UMHUX OnnMmnmiAckmnx urp B Coun
aMepUKaHCKMe 1 pOCCUIACKMe CrneLcny0bl 4OCTaTO4HO akTMBHO B3anUMOLENCTBOBASIM
B pamMkax obecrnedyeHns 6e3onacHoCTV urp. M aTo HECMOTPS Ha yxe npousoLleallee
oxNaxaeHne AMniaoMaTUYeCKX OTHOLLEHWI, 3aMOPO3KY OTAENbHbIX KOHTAKTOB 1 MpU-
OCTaHOBNEHUEe psaga paboyrx rpynn.

Hepas6epuxa B MeXayHapogHoM npase

HoBbI NOPsSA0K MUPOYCTPOCTBA, @ BMECTE C HUM U MPUHLMINBI 06ecnedyeHmns Mmexay-
HapoaHoM 6e30nacHoCTM, CHPOPMMPOBABLLMECS MO UTOraM ANTUHCKONM 1 MNoTcToam-
CKOW KOHGhEPEHUMIA, CTPOUNUCH Ha [ABYX KJIKOYEBbLIX NMOHATUSAX — BOMHa W arpeccop,
KOTOpblE B COBPEMEHHOM MMpPE MopasbHO ycTapenn. CornacHo O6LLENPUHSATON Teo-
pun, cyObekTamn BOMHbI LU arpeccopammn MpU3HAOTCS LeNble rocygapctea: Mpak,
Jlusnsa, Cupus, Poccus, Caynosckas Apasusi, CLLA. A 4To oenatb C HE3aKOHHBIMU BOO-
PY>XEHHbIMK HOPMUPOBaHUSMU, Hanpumep, B AHP n JIHP? A ¢ mexayHapogHbiMu Tep-
POPUCTMHECKMMW OpraHmM3aLmaMmn, TakuMn Kak Anb-Kavaa, Vicnamckoe rocynapcrtBo?
A MHbIE HErOCYAAPCTBEHHbIE @KTOPbI, KOTOPbLIE MOTYT OCYLLECTBISATL TE UK NHbIE CMELL-
onepauuu, HecyLumMe He MEHbLLYIO Yrpo3y, YeM UHble rocyaapcTea? Kak ksannduumpo-
BaTb AENCTBUS, OCYLLECTBASIEMbIE KMBepaHapXxmMcTamMmmn 1 UHbIMK rpynnamm ¢ npucTas-
Kol knbep-: Anonymous, LulzSec, KnbepCotHsi, KnubepbepkyT? 310 arpeccus unm Het?
LelcTByIOT Takne knbepaHapxmcTbl CAaMOCTOSTENIbHO UM OHM HANPaBASOTCSA U GUHAH-
CYPYIOTCS! rOCYAAPCTBEHHBIMU CTPYKTYPaMU, XeNaLWMMN CHATb C cebsl OTBETCTBEH-
HOCTb 1 NepenoxXmnTb ee Ha SkoObl HeyrnpasnseMblx XakepoB? TanIMHCKOe PYKOBOACTBO
OTBEYAEeT Ha 3TV BOMPOCHI YTBEPAMTENBHO, MPMPaBHMBAs BCEX, KTO AENCTBYET C TEppU-
TopUM Kakoro-nmbo rocyaapcTea, K caMoMy rocyiapcTBy.
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Mo cyTn, Mbl HAXOAMMCS Ha NOPOre HOBOIO TEXHONOMMYECKOrO YKnaaa, KOTOpbIn NoTpe-
OyeT cepbe3HOro nepecMoTpa BCeil CUCTeEMbI MeXAyHapo4HOro npaea M paclinpe-
HUS ee cepbl 0xBaTa OS99 PEryaInpoBaHns MHGOPMAUMOHHBIX TexHonoruii. CerogHs
B MEXAyHapOoOHOM npaBe 3aduKCMpOBaHbl OCHOBHbIE MPUHLMMbLI B3aMMOOENCTBUSA
WMEHHO roCyAapCTB U UMEHHO B MarepumasibHbIX MPOCTPAHCTBAX: HA3EMHOM, BO3A4YLLU-
HOM, MOPCKOM, KOCMMUYECKOM. W TONIbKO OTHOLLIEHMS B KNOEPNPOCTPaHCTBE OCTAOTCA
NpakTU4Yeckn HeperynmpyemMmbiMu. 1o Cux nop He CyLIecTBYET Aaxe OOLLEenpUHATOro
onpeneneHns knbepnpocTpaHcTea. HenoboBb NpeacTaBmuTeneil POCCUNCKNX BNacTem
K NpucTaBke kubep — 3T0 OTaenbHaa tema. MNpaeaa, Tak Henobumbii MUOomM TepMUH
Kknbepbe30nacHOCTb aKTUBHO UCMOJb3YeTCH MHOTMMUN POCCUNCKMMIN OPraHn3aumusMu,
BKJItOYAsi rockopriopaumm. 3HaeTe nn Bbl, ckosibko pa3 OOH obpasosbiBana n pacdop-
MMPOBbIBaNa creunanbHble KOMUCCUK, KOTOPbLIE A0MKHbI bl onpeaennTbesa ¢ bonee
NPUBbLIYHLIM A9 HAC TepMuHOM Teppopuam? bonee 30. A yTBEPXAEHHONO TEPMUHA
[0 CUX Nop HeT. Tak Yero xe Mbl XOTUM B OTHOLLIEHUN TEPMUHA KMOEPPOCTPaHCTBO?

Ocobyto conb BCEMY 3TOMY NpUAAET OTCYTCTBME B KMOEPNPOCTpPaHCTBE reorpaduye-
CKOW NPUBSI3KX, YTO OTAIMYAET €ro OT TEeaTPOB BEAEHWS TPAANLMOHHBIX BOEHHbIX Onepa-
unin. B kauecTBe npumMepa JOCTaTOYHO B35Tb 3Ty CTaTbiO, KOTOPas, He BbIXOAS 3a npe-
Oenbl MOEro KOMMbOTEPa, ycrnena nonyTewwecTBoBaTb N0 MUPY: f HAYMHAN ee NucaTb
B Knuese, npogomkun B camonete Hag, Txum okeaHoM, B HenabuHcke, a 3aKOHYMN yxe
B Coun. 470 xe cumTaTe MECTOM CO30aHUS 3TOr0 HEMaTepuasabHoro Marepvana? POBHO
Tak Xe Bce 06CTOUT 1 ¢ kKnbepaTtakamu. NoYemy-To X MICTOYHMKOM CHUTAETCS KOMMbIO-
Tep, C KOTopbix 3adpUKCUpPoBaHO obpaLleHne kK aTakyeMbIM pecypcam. A Beflb OH MOXET
ObITb TONILKO MOCNEAHUM B LIenoyke, HacuuTbiBatowen 2, 5, 10 y3noB. A kak TpakTo-
BaTb CUTYyaUMIO, KOrZa aTaka AeNCTBMTENbHO OCYLLECTBASIACL C KOMMNbIOTEPA, Hanpu-
Mep, B Poccun, HO OH OblfT B3SIOMaH 1 MCMOJIb30BaH Kak NPOMEXYTo4Has niowaaka?
ByneTt nv Bnagenew, B3noOMaHHOrO KOMMbIOTEPA, CaM XepTBa, HECTU OTBETCTBEHHOCTb
3a AenCcTBMS, O KOTOPbIX OH AaxXe He Noao3peBaeT?

UnTepHeT-aHapxus

He 6yaem nykaBuTb, MHTEPHETY [0 CUX MOp NpucyLLa onpeaeneHHas aHapxus. OTcyT-
CTBUE YETKMX onpeaeneHnii, 06LIeNPUHATLIX NPaBUT U CTaHOAPTOB MO MOHUTOPUHTY,
yyeTy 1 06MeHy Tpadrkom, NOCTOSIHHLIE Pa3roBOPLI O privacy — BCe 3TO He cnocob-
CTBYET CO3[aHNI0 CPefpbl, B KOTOPOW MOXHO Oblf0 Obl 0IHO3HAYHO NPOCNEANTb 3a Kax-
[ObIM CETEBLIM MaKeTOM WM CeCCUEit. A BbICOKME CKOPOCTM nepenadn AaHHbIX NPUBO-
[AT K TOMY, YTO OHU XPaHATCS OY4EHb HEMPOOOIKUTENbHOE BPEMS, 32 KOTOPOE CIOXHO
OTCNeANTb 3NI0YMbILLIEHHNKA.

TexHu4yeckue CNoXHOCTHU

TexHuyeckMe NpudnHLL NexaT B OCHOBE HEBO3MOXHOCTW MPOCTOro OnpeaeneHus
NCTOYHMKA aTak B KMOEpPnpoCTPaHCTBe, MPUYEeM HE3aBUCMMO OT GOPMbI UX peannsa-
unm — B Buae DDoS-atak, nyTem NPOHMKHOBEHMUS Yepes 3alUMTHbIE MPENOoHbI, B BUOE
PacChbIIOK BPEOOHOCHOMO KOAa 4epe3 IMEeKTPOHHYID MOYTY WAM MyTem 3apaxeHus
canToB 1 QreLlek, Yepes KoTopble BpeaoHocHoe MO nonagaet BO BHYTPEHHIOW CETb
npeanpusaTus.

B 1960-1970-¢ rr., korga co3gaBanncb NPOTOKOJbI, MOAOXUBLUNE HAYa0 COBPEMEH-
HOMY MHTEPHETY, HUKTO He 3ayMbIBaJIC O HEOOXOANMOCTN OJHO3HAYHOW UAEHTUdN-
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KaLwmm BCEM Lenoykm nepenaym nakeToB AaHHbIX M3 To4kn A B ToUky B. Bonee Toro, cama
no cebe TexHonorns paboTbl MHTEPHETA NOApPa3yMeBaeT AeLeHTpanM3aumo 1 pac-
npeneneHHocTb. M 1o, 4To ycTpamBano Bcex nocnenHue 40 net, ceyac ctano urpatb
C Hamu AypHYIo WYTKY. Kak onpeaenntb peanbHOro asTopa npulenwero MHe Ha KOM-
NblOTEP CETEBOrO NakeTa, eC/n TEXHUYECKN BO3MOXHO M3MEHUTb agpec oTrnpasmTena?
TekyLias, yeTBepTas, Bepcus npoTtokona IP B npuHUMne He nogpa3yMeBaeT OAHO3HAu-
HOWM naeHtTudukaumm n ayteHTudukaumm nHmumaTopa CoeamHeHns (XoTsa pasroBopbl
00 VHTEpHEeT-NnacnopTax 1 naeHTUdUKaLMmM BCeX, KTO BXOOAUT B UHTEPHET, BEAyTCS AaB-
HO). Mpaega, 3To He MeLLaeT opuLManbHbIM MLAM WU NPeaCTaBUTENSAM BOEHHbIX CTPYK-
TYp 3aaBNsATb 06 MASHTUPUKALMN UCTOYHMKA aTakMu.

Ho oTcytctBME B Tekyllein Bepcun npoTtokona IPv4 Heobxoaumblix aTpubyToB Osist onpe-
OeneHns MecTomnoJIOKEHU NCTOYHUKA aTakm — He eOMHCTBEHHOe npensaTcTave. HukTo
HEe MOXET NoMeLlaTb 3/10YMBILLIEHHUKY, XeNatoLweMy CKPbITb CBOE UCTUHHOE MECTOMO-
NOXEHWe, UCNonb30BaTb NOO0I UMEKLIMINCS B MHTEPHETE NPOKCU-CepBep (cepBep-
NOCPEeLHNK) UM aHOHMMan3ep. B cnydae peanu3aumm atakum 4epes3 HUX Mbl YBUOMM
B KQYeCTBe afpeca UCTOYHMKA aTaky He peabHbIv aapec 3/10yMBbILLIIEHHMKA, a aapec cep-
Bepa-nocpeaHvka. Kak 66T B TakoM cnyyae? A Bedb Takue cepBepa BO MHOXECTBE pas-
OpocaHbl Mo Pa3HbiM HaLMOHabHBIM CErMeHTaM HTepHeTa. Haxoasich B MNekuHe, 9 mory
peann3oBaTtb ataky 4epes nocpenHvka B Mockse, laBaHe, PelikbsiBuke nnv foHonyny.

CuTyauus ycyrybnsieTcst TeM, 4TO S MOy apeH10BaTh CreLmasibHble CepBepa (Tak Hadbl-
BaeMblli abuse-yCTOMYMBLIA XOCTUHT), KOTOPble OyayT LeneHanpaBiieHHO CKPbIBATb
MO UCTUHHBIM agpec. M Taknx NpoMeXyTOYHbIX CEPBEPOB MOXET OblTb MHOMO — 2, 5,
10, 100. B Takon cutyauumn ataka obnagaeTt AMHaMUYECKN MEHSIOLLMMUNCS NPOCTPaH-
CTBEHHBIMW XapakTEPUCTMKAMMK, YTO KOPEHHbIM 00pasoM OTAMYAET ee OT OObIYHbIX
HacTynaTenbHbIX BOOPYXeHWA. MoxeT nn aaepHas 60eronoBka AMHaMUYECKN MEHSATb
CBOE MecTononoxeHne? [a, HO 04eHb MeOJIEHHO, EC/IM BO3UTb €€ Ha creumanbHOM
aBTOTpaHcnopTe unu noeadae. Ho n B aToM cnyyae ee reorpapuyeckme KoopamHathbl
OrpaHnYeHbl rpaHnLaMn OHOrO rOCyAapcTBa, B KpanHeM cnydae 6noka. Ons knbep-
aTtaku MOMEHSATb 3@ HECKOJIbKO MUHYT UM Oaxe CekyHA, reorpaduyeckyto npuBsai3ky
N HYNCNNTBCA Ha Pa3HbIX KOHTUHEHTaX B Nopaake Bemeﬁ.

AHanormyHas cutyaumsi BO3HUKAET, U €CNn NMOAHATLCS Bblle MO Tak Ha3biBAEMOMY
CTEKY MHTEPHET-NPOTOKONOB N MOCMOTPETb HA 3JIEKTPOHHYIO MOYTY, KOTOPas MOXeT
CcoAepXaTb Yrpo3bl K peasibHblil BPeAOHOCHbIN Ko4. NoeHTndurumMpoBaTb HacTosILLE-
ro OTNPaBUTESS MOYThI, ECJIN OH TOrO HE XenaeT, NPaKTUYeCKM HEBO3MOXHO. [1515 3Toro
HaJ,0 NPOTY NO LLenoYKe BCEX Y3/10B, Hepes3 KOTOPOE NPOXOAMII0 NOYTOBOE COOOLLEHME
M KOTOPbIE€ MOTYT HAXOAMTbCS B Pa3HbIX CTPaHax 1 DPUCANKUMNSX.

OTaenbHbI BONPOC ¢ dainammn 1 BpeAOHOCHbIM NPOorpamMMHbiM obecnedeHnem. B Hmx
HeT neyaTu 1, Kak NpaBwuo, He CTOMT NOAMMCb aBTOpa, KOTOPLIN Xxenan Obl 0OCTaBUTb
cnepn B uctopuu. MNoatomy nccnenoBaTensMm npuxoamTca NpocMaTpuBaTb OrPOMHbIE
00beEMbI MHDOPMaUMM B MOMCKaX 3epPeH npasibl, NO3BOASIOWMX C ONpeneseHHon
[Onei BEPOSITHOCTM ONPeaenmTbCsl C MCTOYHUKOM aTtaku. Hanpumep, B pamkax pac-
cnepoBaHus onepaumn Hox msicHuka komnanus Cylance cobpana v n3ydmna Cabille
8 ' paHHbIX, 80000 ¢arnos, XypHasbl perucTpaumnmn Ha y3nax xepTs v T.M. W Tonbko
nocJe 3Toro oHa cMorna 3asBuTb 06 MPaHCKOM cnepae, U To ¢ oroBopkamu. OgHako Tex-
HUYECKUI aHanM3 Tak U He CMOT AaTb OTBET HA BOMPOC, CTOAN0 3a 3TOM onepauunen
rocyJapcTBO MM 3TO Oblla YacTHasA MHMUMATUBA.
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BusHec npeBsbiLle BCEro

Kakas 3apaya cTout nepes, KOMMEPYECKNM NPeANpuUaTUEM, KOTOPOE NOABEPIIOCH KMbep-
HanazeHuo? [lonro n My4ntensHO cobupath [0Ka3aTeNbCTBa Uan ObICTPO BEPHYTLCS
B paboyee COCTOSIHME U NPOJOMKMTL NpepBaHHble onepaumnn? Moyvemy UT-gmpekTopa
MHOIMX KOMMEPYECKMX U FOCYAAPCTBEHHBIX OpraHvM3auuin niobaT NOAMEHSITb TEPMUH
MHpOopMaLmMoHHas 6e301acHOCTb TEPMUHOM HEMPEPBLIBHOCTL bruaHeca? [la NoTOMy 4TO
3azaya noborn opraHmaaumm 6yas TO MUHUCTEPCTBO, SNEKTPOCTaHLMS, CUCTEMA YNpaB-
NEeHNsi BOOPYXEHUAMK, BaHK, — oBecnednTb HenpepbiBHOE GYHKLMOHMPOBaHWE 1 Hec-
nepebonHOCTbL PabOoThl BCEX CBOUX CEPBUCOB. A €CNN 1 MPOU3OLLIESN KAKON-TO COO, HaZ0
Kak MOXHO CKOpee Mneperpysutb CepBep, MepeycTaHOBWUTL OMEPALMOHHYIO CUCTEMY,
NePEeKYNTLCS HA PE3EPBHBIN KaHas. Mano Koro MHTepecyeT NONHOLEHHOE paccneno-
BaHue C aTpmbyLmeil, KOTOPOe MOXET 1 He NMPUHECTU OXMAAEMOro peaynsTaTa, NoaTo-
MY KOHLLEMLMS COBPEMEHHON 3aLLITbI 3aKJTIOHAETCS B YIYHLLEHUN 3ALUMTHBLIX KWOEPCTEH,
OTPaXXeHMM aTak 1 KX oKanM3aLmmn, eCiam OHW BCe-Taku MPOHUKIM B CETb NPEANPUATUS.
3apady paccnefnoBaHus 1 atprbyummn Mano KTo nepeg, coboi cTasuT. M aTo 1 ele He pac-
CMaTpvBal0 CUTyauMIio, KORAa OpPraHvM3aumn CO3HATENbHO MELLAT PacCiefoBaHuIo,
He Xenasi, 4ToObl X CBA3bIBANN C KnbepaTakamm nam 06BUHSIN B CNaboi 3aLLmLLLEHHO-
CTW, KOTOPAs 1 NOCAYXNAa NPUYNHON YCNELLHOMO NPOHNKHOBEHNS.

Mcuxonorusa n OTCyTCTBME KOMMNeTeHLuui

B ncuxonorum nasecteH ¢akT, 4TO HEMOHATHOE HaCTo BbI3bIBAET OMNACEHUE U HENpUsTHe,
He Hago 3abbiBaTh U O HEKOTOPOI MHEPTHOCTM rocannapara, No3TOMY ECTECTBEHHO, YTO
HOBblE MOHATUS U TEXHOJIOTMU BXOAAT B 0OPULMANBbHBIA ONCKYPC C HEKOTOPO 3a4ePXKKON.
JocTaTouHO NOCMOTPETb Ha TEKCT AeNCTBYIOLLEN BOEHHOW JOKTPUHBLI PD, 1 Mbl yBUANM,
YTO MUCMOJIb3YEMbIE B HEM TEPMUHbI BOEHHbIV KOHQIUKT, 10KasIbHasi BOViHa, PErmoHasib-
Hasl BoviHa, KpyrHoMacLuTabHasi BOKHa He MPUMEHVMbI B KWGepnpOoCTPaHCTBE.

Kpome Toro, B 60/bLUIMHCTBE FOCYAAPCTB (M TYT Poccusi He UCKIIIOYEHME) Ha BbICLLIMX
JOOJDKHOCTAX HaxoOodaTCa nioan, NpuBbLIKLWLKME OonepupoBaTtb MOHATUAMU, TPAOWLUMOHHO
MCNnoNb3yrwLWNMNCA B ONMMCaHNA Ha3eMHbIX, BO3OYLUHbIX, MOPCKNUX NN KOCMWNYECKNX
NPOCTPAHCTB, HO HEe MPUMEHMMbIMM K KnbepnpocTpaHcTBy. OTCloAa NOCTOSHHbBIE NISAMbI,
nonyckaemMmble gaxe B CaMbIX HOBbIX AOKYMEHTax Mo paCCManVIBaeMOVI TEME. Te, KTO
MO Obl 0OBACHUTL OWIMOOYHOCTb TAKOro NMoAxoda, He AOoMycKaloTcs K pa3paboT-
Ke 3TUX OOKYMEHTOB. Aecnuunxn A0nyckaroT, TO K MHEHUIO 3TUX 693beIX MiageHueB
He Bceraa NpuUCyLLIMBaoTCS.

EcTb 1 opyras coctaensioLLas gaHHoM npobnemsl. JOcTaToO4HO BCMOMHUTb, KAKOW MyTb
NPOLUM MUPOBbIE AepXaBbl, BbipabaTtbiBasi OCHOBbLI SAEPHOI0 caepxmBaHus. [lose-
pve [OBEPMEM, HO He CTOWUT 3abbiBaTb NPO JOBEpsii, HO rMpoBepsiii. JunnomaTtunye-
CKMe KOHTaKTbl, MHOFOCTOPOHHEE COTPYAHNYECTBO, JAOPOXHbIE KAPThbl, BbIpAOOTaHHbIE
NPOLECCHI 1 NPOLLEAYPbI MO3BOAWAN ECAN HE rapaHTMPOBATb, TO C BbICOKON CTEMNEHbIO
YBEPEHHOCTbLIO YTBEPXAATb, YTO TO MM MHOE FOCYAapPCTBO HE NPOBOAUT (Mnn, Haob60o-
pOT, NPOBOAMT) SiAEPHbIE UCMILITAHUS, @ TaKKe COKpalLlaeT CTpaTernyeckme HacTyna-
TeNlbHble BOOpYXeHus (aorosopsl CHB I, PCM[, 1 T.4.). XOoTa B nocnefHee BPeEMS 4TO
POCCUIACKME, YTO aMEePUKAHCKME AMNIOMaTbl PErYNSPHO YTBEPXAAIOT, YTO NPOTMBOMO-
NOXHasi CTOPOHA HapyLUaeT B3siThle Ha cebsa 06513aTenbCTBa. M HEMOHATHO, CTh Y HUX
peasibHble [,0Ka3aTeNbCTBA UM Mbl UMEEM [E0 MPOCTO C reonoUTUYECKON pUTOpU-
KOW. B MexayHapoaHoM MHPOPMALIMOHHON 6830MaCHOCTUN, NCTOPUS KOTOPOI HACUUTbI-
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BaeT BCero 4ytb 6onblue 20 net, Takoro onbita HET. Bonee Toro, nHorga cknagbiBaeT-
CS BNeyaTneHne, YTo OTAe/bHble rOCy4apCTBa CneunanbHo He UayT HaBCTPeYy, YToObI
CKpbIBaTb CBOW NOTEHUuan B 3Ton chepe.

KAK MOXXHO ONPEQE/INTb YYACTHUKOB CMELLONEPALUA
B KUBEPMPOCTPAHCTBE

XopoLuo, ¢ npodbnemMamm Mbl pasodpannck. Ho kak xe Bce-Taku Group-I1B, Jlaboparopusi
Kacnepckoro, Cisco, Cylance, Taia v ppyrue npoBoOST CBOM paccienoBaHus 1 aenatT
BbIBObI 00 MCTO4HMKe aTak? OObIYHO B Ka4eCTBe 40Ka3aTeNIbCTB UCMOSb3YI0TCH creay-
lOLLIME NHAMKATOPbI (NPU3HAKK):

MecTo peructpauun IP-agpecos n OMEHOB, y4aCTBYIOLUNX B ataKe WUan rnpeno-
cTaBnsoWmnX NHGPacTPyKTypy Ans peannsaunmn ataku. [py 3TOM aHanu3upyeTcs
He TOJbKO CTPaHa PermcTpaLmm, Ho n CoNyTCTByoLLAs MHdOpMaLys, KOTOPas MOXET ObITb
nony4yeHa ¢ nomoupto cepauca WHOIS: GO snagenbla goMmeHa unm IP-agpeca, ero KoH-
TakTbl. BCce 3T0 NO3BONSET NPV NPEBLILLEHMN ONPELESIEHHOMO NOPOrOBOro 3Ha4eHWs cae-
naTb BbIBOL O CTPaHe, KOTopasi CTOUT 3a kmbepHananeHuemM. Ecnm xe 310yMbILUIEHHUK
He 04eHb KBaNMULMPOBAHHBIN, MOXHO NOEHTUGULMPOBATL M PUINYECKOE MECTO Pacrno-
NOXEHWs! UCTOYHMKA aTakK. [paBaa, 3To MOXET oka3aTbCs MHTepHeT-kade unm ndnno-
Teka, HO AiaXe Takasi TOYHOCTb JlyLle, YEM NPOCTO CTPEsISATh B Geslbiii CBET, Kak B KOMEeUKY,
Jaxe He MblTasiCb YCTaHOBUTbL GM3NYECKOE MECTOHAXOXAEHME MHMLMATOPa knbepaTtaku.

TpaccupoBka aTaku A0 ee UCTOYHUKA Uu XOTS Obl IoKkanu3ayuns obnacTtu, B KOTo-
POV UCTOYHUK HaxoauTcs. Takol QyHKUMOHAN eCTb Y MHOrMMX MapLipyT13aTopos,
Ha KOTOPbIX MOCTPOEH MHTEPHET. [ToMumo mexaHuama Traceback, NCrnonb3yoLwero-
Cs Ha ceTeBOM 0060PYyAOBaHWM, AN UAEHTUOUKALUN 3N0YMbILLIIEHHUKOB MOMYT ObiTb
MCNosb30BaHbl GuibTpauma Tpaduka Ha uHTepdencax mapLupytmusartopa (ingress
filtering), npoTokon ICMP gns Bo3BpaTa 0TOPOLLEHHOIO Ha XEPTBY Tpaduka 06paTHO ero
nHuupmaTopy. Hanprmep, B criydae LUNMOHCKON Kamnauuun JIyHHbIA nabupuHT (Moonlight
Maze'), nanpasneHHoi npotme BIMNK CLUA, HACA 1 psaa ameprkaHCKMX rocyaapCTBeH-
HbIX CTPYKTYP, OTCNeuTb OPraHnM3aTopoB YAAI0Ch MMEHHO MyTEM aHanm3a 06paTHOro
MapLipyTa 4O CEpPBEPOB, 3aperncTpupoBaHHbiX B Poccun (npasaa, CBsS3b C rocyaap-
CTBEHHbIMU CTPYKTYpPaMu Tak U He Oblia YCTAHOBMEHA). AHAOMMYHBIA METOA, NpaBaa,
B 60Jiee CNOXHOM BapuaHTe, No3BOSIWII CAeNaTh BbIBOA, O TOM, YTO 32 Xakepckoi kamna-
HWel ABpopa, B pamkax KOTOPO Oblfv aTakoBaHbl MHOTME TEXHONOMMYECKME KOMMAHNM
CLLA (Hanpumep, Google, Juniper, McAfee, Adobe v T.n.), ctout Kutaii.

BpemeHHble napameTpbl. Kak nokasanm paHee NpuBeLeHHble NPUMEpPBI, HEPEOKO
nccnepoBartenn aHanM3npyloT BpeMs Co34aHus BPEAOHOCHOrO KoAaa, BpemMs Havana
onepaumm B KnbepnpocTpaHCTBe UK BpeMs HambonbLLen akTUBHOCTU. MyCTb 1 C Oro-
BOpPKamu, HO aTa MHHOPMALMSA MOXET CIY>XUTb OCHOBOWM JafibHENLLEro aHannaa. M xotsa
OHa He yKaXeT Ha KOHKPETHOr0 HapyLInTeNs, OHa NO3BOJIUT CY3MTb YMCII0 CTPaH, KOTO-
pble MoK Obl ObITb MPUYACTHBI K aHANIM3UPYEMON CUTYaLLUN.

AHanu3 nporpamMMHOro Koga, B KOTOPOM MOryT ObiTb HalgeHbl KOMMEHTapuu,
CCbIJIKM Ha CaliTbl, AOMEHbI, IP-aapeca, KOTopble y4acTBYIOT B atake. AHann3 QyHk-
LMOHANbHOCTU NPOrpPaMMHOro Koaa No3BONSET CY3UTb YACSIO BO3MOXHbIX HAPYLLUTENEN.
Hanpumep, aHanuns koga Stuxnet nokasas, 4To Ans ero co3naHus Hago Obino He TObKO
3HaTb, kak pabdoTatoT ueHTpudyrn IR-1 B HataH3e, HO M UMETL CTEHS, NSt NPOBEPKM pabo-
TOCNOCOOHOCTM BPEAOHOCHOr0 KOAa, KOTOPbIV MO3Xe BbIBEN U3 CTPOS 6OMbLLOE KONMYe-
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CTBO LIeHTpUdYyr no oboratleHnto ypaHa. Ho MHormue nv aktopsl CnocoOHbl MprobpecTun
LeHTpudYrv 0Jis TeCTUPOBAHUS? STO NMO3BONIIO CYLLIECTBEHHO CHU3MTb YNCNIO BO3MOX-
HbIX HAaNagaBLUNX, a AOMONHUTESIbHbIE CBEAEHMS MO3BONMIM AaXe Ha3BaTb roCyaapcTBa,
KOTOpble cTosNM 3a padpaboTkon Stuxnet, — CLLUA n N3pannb.

MomM1MO n3yydeHns dparMeHTOB KoAa, OTAENbHbIE NCCNEeO0BaTENM MbITAIOTCS AAXE U3Y-
4aTb MOYEpPK MPOrpamMmMnUCTOB U ONPELAESISITb [0 HEMY LLIKOJ1Y NPOrpaMMUPOBaHUS.
amepuKaHckas, pycckas, kutanckas u T.n. XoTs noka 310 ckopee 13 obnactu paHtacTtm-
kn 1 nnoxo dpopmanmdyemo. OHaKo yxe ceiivyac N3BECTHbI OTAeSbHbIE PaboThl B HaCTU
aBToMaTU3aumMmn 1 anropuTMmn3aumn npouecca onpeneneHnss novyepka nporpaMmmmcTa
ONa fanbHenLWero NCnoJib30BaHNs 3TOM MHOPMALIMM B paCCneaoBaHNN U aTpruoyLmun.

C aHann3om noyepka TECHO CBA3aHa U IMHIBUCTUKA, @ TOYHEE CTUIIOMETPUS, KOTO-
pas no3sosisieT onpenesnTb CTUJINCTUKY SI3bIKA B TEX )K€ CaMbIX KOMMEHTapUsiX
nnu conyTcTByOLMX TeKCTax. /I3BECTHO, YTO TO, B KaKOW CTpaHe POAMSICH YenoBek,
B KQKOW KyNbType POC, B KAKOW S3bIKOBOW CPEAE BOCMUTLIBANCS, ONPEAENeT ero CTuib
NMCcbMa, KOTOPbIA MOXHO BbIOENUTL U 3adurKCcnpoBaTtb. Hanpumep, BeipocLunii B Poc-
cum nnn Cosetckom Corose 4enoBek, Nodxe yexaswnin B Bennkobputanuio nnm CLLA,
HuKorga He OyoeT roBOPUTb Ha 3bIKE TaK Xe, Kak KOPEHHOW aHMMYaHUH UM amepu-
KaHeL,. 9TV pas3nuuvsi NO3BONUAW, HANpUMep, cneupanucTaMm komnanumn Taia Global
chenatb BbIBOA O TOM, YTO 3a artakamu Ha Sony CTOSIT He CEBEPOKOpeNnckue, a pyc-
CKune xakepbl. AHanorn4yHo akcnepTbl Jlaboparopuy Kacrnepckoro npeamnonoxuam, 4to
3a LWNMOHCKON KamnaHnen Macka CTosT ncnaHoroBopsLme xakepsbl. NprynHon Takoro
BbIBOAA NMOCYXMI0 MCMOSIb30BaHME B KOAE MCNAHCKUX CNOB U CIEHTa, KOTOPbLIE HUKOT -
[a He NCnosb3yeTCs aHrNMoroBOPSLLEN ayauToOpuei.

O6maHHbIe cuctembl i honepot/honeynet — nonynsipHbliA B CBOE BPEMS MHCTPY-
MEHT, MIHTEPEC K KOTOPOMY CO BPDEMEHEM MOyrac, a Cenyac BO3BpaLLaeTcs BHOBb. Maes
npocTa: B CETW 3anyckaeTcs GpanblUnBbIi, NOACTABHON Y3, KOTOPbIA 3/10YMbILLINIEH-
HVIK aTakyeT, OCTaBfsis CNnefbl CBOEN HECAHKLMOHPOBAHHON akTBHOCTU, — BOT €€e-TO
N M3y4aloT SKCNepPThI.

Ewe oanH meTon — onepatuBHas pa3pab6otka. OH Masio YeM OTIMYaEeTCs OT TOr0, YTO
Mbl 3HaeEM 13 OOEBWNKOB UNIN AETEKTMBOB. BHEAPEHHbIE areHTbl, CTykayu, CO4YBCTBYIO-
Lme v apyrme NCTOHHMKN MHdOpMaLMM NO3BONSIOT MAEHTUPULMPOBATE UK XOTS Bbl
CY3UTb CNEKTP BO3MOXHbIX aKTOPOB, CTOSILLMX 3@ TOW UM MHOWN aTakoin. XOpoLUni npu-
mMep — 3asapa, CHoyAeH, KOTOPbIN yCrnen pacckasarb HeMasio UHTEPECHOr0 O AeATeNb-
HOCTW cneucnyx06, B KOTOPbIX EMY JOBEOCH CIYXUTb.

AHanu3 akTMBHOCTU Ha popymax U B coumasbHbix ceTsax. VimenHo Tak B 2007 . 6bina
BbIICHEHA MPUYACTHOCTb MOJIOAEXHOr0 ABMXEHUS Halum K aTakaM Ha psif, 9CTOHCKUX
pecypcoB. OgHako CBSA3b HaLumx ¢ POCCUIACKMMW BNACTHBIMU CTPYKTYPamMu B OaHHOM
KOHQNNKTE Tak 1 He Obina NoaTBepXaeHa. AHaNorM4yHbIM 06pa3oM nocne nydénmkauum
ponuka Ha YouTube vipaHCKOW Xakepckoi rpynnupoBku Izz ad-Din al-Qassam Cyber
Fighters 6bina goka3aHa posb MPAHCKUX XakepoB (HO He CaMOoro rocy4apcTsa) B atakax
Ha amepukaHckme 6aHku. HakoHel, Crpuiickast anekTpoHHas apMust perynsapHo 6epet
Ha cebsi OTBETCTBEHHOCb 3a aTaku Ha OTAeslbHble aMepuKkaHckue pecypcbl. Hanpu-
Mep, MIMEHHO OHW 33BN O B3JIOME YYETHOW 3anucu B TBUTTepe areHTcTBa Assocaited
Press'', B KOTOpOM Hanucanu o B3pbiee B benom Jome n paHeHun Bapaka O6ambl. AHa-
N3 aKTVBHOCTMW XakepoB 1 onepaTneHas paspaboTka — eAMHCTBEHHbIE METOAbI ONpe-
neneHns MOTMBOB knbepataku. Hu aHanua IP-agpecoB, HU NMHIBUCTUKA HE Oal0T BO3-
MOXHOCTV OTBETUTb Ha BOMPOC M104EMY, OrpaHNYMBasiCb TONbKO OTBETOM Ha BOMPOC KTO.
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B oTmenbHbIX ciyyasx asTopa MOXHO MAEHTUDULMPOBATL NOCTHAKTYM Mo ero [ei-
cTBuAM. Peyb NAET HE TOMbKO O TOM, YTO OH OCO3HAHHO WK CAyYanHO AENNTCS HakToM
CBOEro y4acTus B aTake B CoLManbHbIX CETSX. Hanpumep, B Ciiydae BTOPXEHWS B UHTEPHET-
6aHK, Kpaxu OeHer 1 NepeBoa X Ha NOACTaBHbIE MW peanbHble cyeTa, Habnoaas 3a Bna-
[OenbLieM CcUeTa, MOXHO BbIATK 1 HA TEX, KTO CTOMT 32 HAM UL KTO €ro HaHsn. Taioke ykpa-
[NeHHast MHhOoPMaLIMS MOXET MOABUTLCS Ha ayKLIMOHAX 1 Brpxax, MyOnnyHbIX 1 3aKPbITbIX.
[Janblue cnegoBaTtenv MOryT BCTYNUTL B MEPErOBOPbI C MPOAABLIOM M MPOBECTM ero aTpuoy-
L0 UM NONYHUTb BaXKHYIO MHDOPMALMIO AN AanbHENLLIen aTpubyummn kKnbepHanaaeHus.

3 BCero BbIlLECKa3aHHOr 0 CleayeT, 4To yHuBepcanbHOro 1 100-npoueHTHOro MeToaa
He cyllecTsyeT. bonee Toro, faneko He Bcerga TeXHMYeCKMMU METOAaMM MOXHO Orpa-
HMuMTbCS. Hanpumep, korga B 2012 . cTano nseBectHo 06 atake BPeAOHOCHOMo koja
Gauss Ha nvBaHckme 6aHKn, MHOrMEe 3KCMepThl 3aJaBanincCh BONPOCOM a 3a4eM 37O
Ob1710 HYXXHO ? Heyxenn HeT 6onee nakoMbIX KYCKOB, YeM NInBaHCKkne 6aHkn? U, nockonb-
Ky TEXHWYECKME METOAbl HE MOMOIIM NMPOBECTU NPAaBUIIbHYIO aTpUbyLMo, NPULLNOCH
MCNoNb30BaTb KOCBEHHbIE Mpu3Haku. Hanpumep, no aHanu3dy dyHkumin koga Gauss
ncenenoBartenv NpeanonoXnamn, YTo OH HaNPaBIEH Ha N3yYeHNE CHETOB OpPraHn3aLmm
Xesbosnna, KOTopas Takum 06pa3oM OTMbIBaNa AEHbMM, YTO U MHTEPECOBASIO TEX, KTO
CTOS1 32 aTako Ha GUHAHCOBLIE MHCTUTYTHI JIBaHa. A, yunTbiBas, 4To Xe36o0s1/1a npu-
3HaHa TePPOPUCTMYECKON OpraHn3aLmen B OrpaHUYEHHOM YMCIe CTPaH (B 4aCcTHOCTH
B CLLIA n N3panne), cnekTp BO3MOXHbIX MHALMATOPOB OblN CYXXEH A0 napbl FOCYAapCTB.

HaBepHoe, ToNbKo MoJiHas NepecTpoiika apxXMTEeKTYpbl MHTEPHETA NoMorsa Obl pelunTb
3Ty NPoBsIEMY C TEXHUYECKON CTOPOHBI. HO 3T0 HEAOCTMXMMAas, a MOXET ObITb, 1 BPea-
Has MeyTa. OcTaeTcsl TONbKO COBEPLUEHCTBOBATb YKa3aHHbIE TEXHWYECKME PELenThl,
00OUNbHO C,D,36pVIBaFI MX NMpaBOBbIMU 1 gMnoMaTn4eCcKnummy npunpasamMmm, no3BoidoLnN-
MU C GOMbLUEN YBEPEHHOCTBLIO YTBEPXAATb, YTO NMPaBUSibHAs aTpubyLMs HULMATOPOB
creuonepaumin B knbepnpocTpaHCTBE BO3MOXHA. HecnyyainHo 13 aMeprkaHCKom pas-
BELKW BbILLEN LUMPOKO MCMOJb3YEMBIN B paccnefoBaHny KMOEPnPeCTYMIEHN TEPMUH
OSINT (open source intelligence), T.e. nouck, c6op 1 aHann3 nHdopmaLum, Noay4eHHOMN
N3 OTKPbITbIX NCTO4YHUKOB. CeFOﬂ,Hﬂ 6e3 aKTMBHOro Pa3BUTUA 1N NCMOJIb30OBAHUA NHCTPY-
MeHTOoB OSINT cnoxHo adpdeKkTVBHO 3aHMMaThCa aTpubyLmen cneuonepaunin B knbep-
MPOCTPaHCTBE, @ 3Ta TEXHMKA TPeByeT BbICOKON KBanndmKaLmm L, KOTOpbIe y4aCcTBYIOT
B onpeneneHnn MCToYHMKa knbepHanageHns. 310 MOryT ObiTb Kak COTPYAHVKA CyXO
MHPOPMALMOHHON ©e30MacCHOCTN rOCYAAPCTBEHHBIX OPraHOB U KPUTUYECKM BaXKHbIX
00BEKTOB, Tak 1 NPEACTaBUTENN NPABOOXPAHUTENBHbIX 1 CUTOBBLIX CTRYKTYP, YNOSHOMO-
YEHHbIX NPOBOANTb ONEPATUBHO-PO3bICKHYIO OEeATE/IbHOCTb B Kl/lﬁepI'IpOCTpaHCTBe.

OnpegzeneHHbIM NOACNOPLEM B aTpMbyLIMK KnbepaTak MOXET CITY>XUTb Tak Ha3biBaeMas
Q-mogens'?, pazpabotaHHast Tomacom Pupgom 1 beHom ByxaHaHoMm 13 KoponeBckoro
konnemxa JIoHgoHa 1 NO3BOJIAOLWAS B3MISIHYTh Ha NPOLLECC MAEHTUOMKALMM aKTOPOB
B KnOepnpoCTpaHCTBE Kak Obl C BbICOTbI NTUYLEro noneta. MHOXECTBO HaBOASALLMX
BOMPOCOB NMOMOratoT npasuiibHo cHOpMyNMpoBaTh 3afady paccnenoBaHns u 6onee
onepaTuBHO HANTWU BUHOBHMKA, CTOSILLLENO 3a TOW NIV MHOM aTakoin.

JAOBEPSI, HO NMPOBEPSIA, WJIN YTO OAJIbLLE?

JonycTM, Mbl CMOIN ONPenennTb UCTOYHUK kmbepaTaku. Ho 4to genatb ganbuie?
BcnoMHuM mnctopuio ¢ atakamu Tuna orkas B o6cnyxvBaHuy (DoOS) Ha 3CTOHCKMe
WHTEPHET-PEeCYPChbl U B3/IOMbl BEO-CaTOB 3TOr0 NpubanTuinckoro rocyaapctea. Kak
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yneH HATO 3cToHua obpaTtunachk Kk CeBepoaTnaHTUY4ECKOMY ajlbsHCY 3a MOMOLLbIO.
Ho AnbsHC HE CMOT HU4YeM NOMOYb — HW OTPearnpoBaThb Ha 3TW aTtaku, H1U CHopMynu-
poBaTb MNO3ULMIO, SBNSETCS NN TaKOe HanageHne B KWbeprnpoCcTpaHCTBE yrpo30n s
yneHoB AnbsiHca. M 4To 3TO ObINIO — CNNAHMPOBAHHOE HanaaeHne unu OencTBUS NaTpu-
OTMYECKM HACTPOEHHON Monomexun? VIMEHHO 3Tu COObLITUS MOCAYXWUIN ONpPeneneH-
HbIM TOTYKOM K CO34aHMI0 TanmMHCKOro pykOBOACTBA, KOTOPOE onpaBasiBano 6bl npu-
MEHEeHNe TPaaMLMOHHbBIX U MOHATHLIX AN HATO BOOpYXeHWI B OTBET Ha KubepaTaku.
B HacTosLLee BpemMsa roTOBUTCSA BTOPas pefakums 3Toro pykoBoACTBa, KOTopas A0JIXK-
Ha HaliTW ewe 6onblle OCHOBaHWI Ans ypaBHMBAHUS GU3MYECKMX U KnbepHanaaeHui.
Ho mMano KTo MOXeT OTBETUTb Ha BOMPOC «A YTO AasibLue?».

Kak n3>ypHana perncrpauum ceTeBoro 060pyaoBaHNS M CPEACTB 3aLLMTbl CAENATb BbIBOS,
06 ymbicne? YMbicen nogpasyMeBaeT OCO3HAHWE OMAaCHOCTW AESHWS NULOM, KOTOPOE
ero coeepliaet. M ecnm B pamkax atpmbyumy atak Mbl MO ONPEAENNTb NIMLO U AaXe
cobpaTb 10Ka3aTeNbCTBA, HEOCMOPUMO [0Ka3bIBAOLLME, HTO MMEHHO OHO CTOS/IO 32 aTa-
KOl B KMOepnpoCTPaHCTBe, 3TOM0 HeJOCTATOYHO A4J11 Havana KakmMx-nmMbo topuamnyeckmnx
pa3bupaTtenbcTB, 0COOEHHO TakUX, KOTOPbIE MOrYT NOBNIEYb 3a COO0 CepbeaHble nocnea-
CTBUS BMJIOTb O BOOPYXEHHOro npoTtneoaerictems. BecnomHum 2003 1, korga Ha aToM-
Holi anekTpocTaHumu B CLUA nosiBuncs BPeOOHOCHbIM KoM, 3aHECEHHbI Ha dneLLke,
YTO MPUBENO K BbIXOAY CUCTEMbI YIPABAEHUS N3 CTPOSI 1 OTKIIOYEHMIO 3NIEKTPOCTaHLMN
C Nnocneayowmnm BEEPHbIM OTKITIOYEHMEM Kackaaa SNekTPOCTaHLUUIA Ha BCEM BOCTOYHOM
nobepexbe. Pesynstat — MHOro4acoBOE OTKJTIOHEHME 3IEKTPUYECTBA Y COTEH ThiCSY ame-
pvikaHUeB. YTo 310 ObI10? CnyyaliHOCTb UK LeNeHanpaeneHHoe Bo3aencTeme? boln num
B 9TOM 310/ ymMbIcen? A ecnu Bbin, TO Yert — coTpyaHuka ASC, noapsiauvka, TeppopucTu-
yeckow rpynnupoBku Asb-Kavaa, kutaiickoro npaesutenbctea? Cnycta 11 net, B nekabpe
2014 r., Gbina NPoBELEHA aTaka Ha KXKHOKOPENCKYI0 aToMHYt0 koprniopaumio KHNP'3. Eciun
CYyaUTb MO TEM AEWCTBMSAM, 4TO Oblnv 3aPUKCMPOBAHbI CrELManMCTaMmyi aTakOBaHHOM
A3C, nmena MecTo LieneHanpaBneHHas aTaka (Kopeiubl Ha3blBalOT ee TeppopucTuye-
ckol). Ho aBTopcTBO KMbepHanaaeH1s onsiTe OCTAETCS HEN3BECTHBIM.

JonycTtm, npoBeas aTpnbyLmio Kakoin-nmbo aTtaku, Mbl CMOMN 0OHAPYXMWTb, YTO aKTO-
POM y Hac aBneTcs GU3nNYeckoe N1, COBEPLUAIOLLEE CBOW AENCTBUS C LIENbIO HAXW-
Bbl, BaHOANN3Ma UK NPOCTO MO NOE0NOrM4ecknm MotTmeam. MeToooB NpaBoBOiA 3aLLm-
Tbl XXEPTBbI CYLLECTBYET HEmMano. MoxHO 06paTUTLCS B MPaBOOXPaHUTESIbHbIE OpraHbl,
MOXHO NoJaTh UCK B CyA, MOXHO BbiNMcaTb OpAEp Ha apecT. CnegoBaTtenu 1 9KCnepThbl
npoBeayT paccnegoBaHne, BO3MOXHO, U3bIMYT KOMMbIOTEPHYIO TEXHUKY M UHbIE A0Ka-
3aTesbCTBa U3 KBapTMPbl MOA03PEBAEMOrO 1 CAENAOT BbIBOJ, O TOM, 4TO 3TO MMEHHO OH
COBEPLUMN AesHNe, KBannduumpyemoe o4HOM N3 ctater YronoBHOro kogekca Poccuii-
ckoii Pepepauun. A cyobsa NOCYMTAET, YTO aPECTOBaHHbIV Xakep OCTYNWiCH, He Beaall,
4TO TBOPUT W OTMYCTUT, B NydLIEM Clydae 0DOPMUB YCNOBHbIN CPOK. TakOBbl POCCUIA-
ckue peanun. 3a npegenamu Poccun B 3aBUCUMOCTM OT rOCYAapcTBa Cybl MOryT ObiTb
0bonee NPOABUHYTLIMM B 4acTW MPU3HAHUS OTOENbHbIX GU3NYECKMX JIUL, BUHOBHBLIMI
B COBEPLUEHMN KOMMNbIOTEPHBIX MPECTYMNIEHUIA.

Mpob6nemMbl HAYMHAIOTCA, €CNN MPECTYMHUK HaXOAUTCs 3a npedenamu rocyaapcTsa,
B KOTOPOM pacrosiaraeTcs xepTsa. B Takux cnyyasix aMepukaHckue BAacTi MHoraa npo-
CTO BbIKpaAbIBaloT NMoA03PEBaEMOro 1 NPeabsaBAAT eMy 0OBUHEHME Ha CBOE TeppUTO-
pYK, HO Takme BapuaHThbl i HE pacCMaTpUBalo, Tak Kak OHU BbIXOAAT 3@ PaMKM NMPaBOBOro
nonsi. OcTaeTcs TobKO 06BbSABNSTH NOA03PEBAEMOr0 B MEXAYHAPOAHbI PO3bICK, 0DOPM-
NATb 3anNpOC B MIHTEPo/1 v NPOCUTL €ro BbiOAyn Y rocydapcTBa, C KOTOPbIM 3aK/OYeHbI
COOTBETCTRYIOLLME O0roBopa. M BOT TyT BO3HMKAET BOMPOC, Ha KOTOPbIN YH/BEPCaNbHO-
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ro n copMMpOBaBLLIErocs OTBETA Moka HeT. YTO [OKHO NOCAYXUTb [0Ka3aTe/lbCTBOM
B CyZe, 4TOObl OH BblJan COOTBETCTBYIOLLMIA BEPAMKT B OTHOLLUEHUW KNOEPNPECTYNHNKA?
B Mupe, HaCKONbKO MHE M3BECTHO, HET NPUMEPOB CyAebHbIX pa3bupaTenbCTB, B KOTO-
pbIX Obl aKTMBHO MCMOb30BaAIMCb [0KA3aTeNIbCTBA, COOPaHHbIE B paMKkax aTpuoyLmmn
knbepHanageHuin. [laxe B crnydae ¢ Teppopuctamm nnm GUHAHCOBLIMU MOLLEHHUKaMM
CUTyauus C Bblaavelt 0OCTOUT He Tak MPOCTO, YTO YXX FOBOPUTL O Xakepax.

Ecnun aktopom y Hac ABNsSeTCS OTAe/IbHAas KOMMNaHWs, TO CUTyaums C Her No 4acTu Npo-
uenypbl CXoxa C TOW, 4TO NpUMeHMMa K duamyecknm namuam. Ho TYT NpeueneHToB HET
BOOOLLE, faxe B pamkax nokasbHOro 3akoHOA4ATENbCTBA. A HE MOMHIO Ccny4yaes, 4TOObI
KaKy}O-J'IVI6O KOMMNaHMIO nnmn ee pykoBoaCTBO OCyaAuIN 3a KOMMbIOTEPHbIE NPECTYJie-
HUS. B Mr1pe, BO3MOXHO, TaKne CUTyaumm 1 UMeNN MecTo, HO 1 NX 51 TOXE HE MPUMOMHIO.

MOXHO NPeLnoNoXnTb KaKO OTBET OXNOAETCH B OTHOLLEHUN TEPPOPUCTUHECKON rpym-
MMPOBKM NN XaKepCKON rpynmnmMpoBKK, AaXe eCv NPoLLNa nx ycnelHas atpubyums. MHo-
rMe N3 HNUX U3BECTHbI HE OOMH rof, (faxe AeCATUNETUS), HO MPOAOIKAIOT CYLLECTBOBATb
1 TBOPUTb CBOW YepHble aena. To xe Mcnamckoe rocyaapcTBo, KOTOPOe CTOUT 3a MHO-
rMMU NOC/IeOHVMI HALLYMEBLUMMU atakaMuy 1 Aaxe OTKPbLITO NPU3HAET UX. BCNOMHUM,
4T0 OOH [0 Ccrx NOp He CMOMMO NPWIATK K COrNacuio No BbipaboTke TEPMUHA TEPPOPU3M.
Kak MOxHO npuBneyb Mcaamckoe rocyaapcTBo K OTBETCTBEHHOCTU 3a kKnbepHananeHnsa?

A Tenepb nonpobyem NpeacTaBuTb cebe, 4TO aKkTOPOM ABASIETCS rocyaapcTBo. ECTb nn
LLIAHChI JOBECTM TAKOro pofa UHUMAEHTbI 0 HEKOEro NIOrMYeckoro KoHua? NHumMaeHT
co Stuxnet 6bin 3aduKCUpPoBaH 5 net Haszag — 1 4To? MipaH obpaTnics B Kakon-H1Oyab
MeXOyHapOHbI ¢y, 4ToObl 06BMHUTL CLUA nnmn N3pannb B cOBEpLLEHWUM HanaaeHns
Ha aaepHbIi 06bekT? AMeprKaHLbl NOCTOSAHHO 006BUHAOT KnTali B coBepLueHunn knbe-
paTak Ha CBOI MHMPACTPYKTYPY, HO 3TO He MellaeT 06enM CTOPOHaM YCuMBaTb 3KO-
HOMWYECKOE B3anMOLENCTBIUE.

Mouemy Tak npouncxoamT? MHe KaxeTcsl, TOMY HECKOJIbKO MPUYUH, U BCE OHU HOCST MPaBo-
BOW, 93KOHOMUYECKUIA 1 MONIUTUHECKNIA XapakTep. Bo-nepBbIx, HENOHATHO, KakoK cya, Jos-
XeH paccmaTpuBatb Aena 06 atpubyuum KubepHanageHuin u MMEeKT N HeodXoaMMYI0
KBanMduKaLmio Cyapn CYLLECTBYIOLLIMX MEXAYHaPOAHbIX cynoB. ECIMY? MocTosHHas nana-
Ta TpeTteinckoro cyna? Cyn EBpocoro3a? MexayHapoaHblii yronoBHbIv ¢y B faare? Vinn
MexayHapoaHsbi cyn, OOH? Ho BCe OHM MCNONb3YIOT NPV PACCMOTPEHUIN OeN U BbIHECE-
HUW PELLEHNIA MeXYHaPOAHbIE KOHBEHLMM 1 OrOBOPa, MEXAyHapoaHbIe obblyam, obye
NPUHLMNbI NpaBa. Ho H1Yero 13 NnepeyncneHHoro He NPYUMEHNMO K KMOEPNPECTYMNNEHNSIM.

Hanpumep, ctatbs 51 Yctasa OOH roBoput 0 NpaBe Ha KONNEKTUBHYIO U UHOMBUY-
anbHYI0 caMO0OOPOHY B Clly4ae BOOPYXXEHHOrO HanageHus. Ho cumtartb nm knbepartaky
BOOPYXXEHHbIM HanageHnem? CtaTbsa 2 YcTaBa roBOPUT O BO3AEPXKAHWUM OT Yrpo3 CUJIo-
BOr0 BO3OEVCTBUS HA TEPPUTOPMASIbHYIO HEMPUKOCHOBEHHOCTb WM MNOJSIMTUHECKYIO
HEe3aBMCUMOCTb. HO MOXHO N1 cyMTaTb NepecevyeHne HEeCKOSbKMX CETEBbLIX MakeToB
N3 OOHOro CermMeHTa MHTEPHETa B OPYroi HapyLleHeM TepPUTOPUANIbHON LENOCTHO-
CcTn? A LOMXEH NN pacCcMaTpUBaTbLCS B3IOM BeO-caliTa U pa3MeLLieHVe Ha HEM NPU3bIBOB
K CBEPXEHMIO AEMCTBYIOLLIEA BNACTU KaK yrpo3a NonmMTnieckon Hedasmncumoctn? Cra-
Tou 41 1 42 ponyckaioT NPUMEHEHNE HEBOOPYXXEHHBIX MEP BO3OENCTBUS HA HapyLumTe-
nen pewenunin Coseta be3onacHOCTH, HO CPeaun HUX HEe YNOMMHAETCs KMbeprnpocTpaH-
CTBO — BCE OrpaHnynBaeTCs BO3AYLLUHBLIM 1 MOPCKMM MPOCTPAHCTBaMU, @ TaKXE CYLLEN.

39-q ctaTbst YctaBa OOH noctynupyet Mbicnb, 4To CoBeT BesonacHocTtn OOH onpe-
nenseT yrposbl Mupy. HO 3a BCe BpeMs CBOEr0 CyLIECTBOBAHMS OH Tak U He onpene-
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NNACS C TEM, YTO Takoe Knbepyrpoaebl. MNonbiTkM 04HOO U3 MOCTOSIHHBIX Y4eHoB CoBeTa
BesonacHocTu (peyb naet o Poccum) nHmummpoBath 3Ty paboTy Takxke He YBEHYANNCh
ycnexoMm. [MpaBuna nosefeHns B 061actn obecnevyeHnst MexayHapoaHon nHdopmMaum-
OHHOI1 6e30MacHOCTU, NOAroToBseHHble cTpaHamu LLIOC n npoasuraembie Ha YypOBHE
OOH, noka He npuHATLI. OTaenbHbIe YneHbl OOH NpensaTcTBYIOT 3TUM yCUNMSM. AnbTep-
HaTVBbI B MUPE HET. [IpaBoONpUMEHNUTENbHON NPaKTUKK Toxe. Buammo, uMeHHo noaTo-
My aBTOPbl TaJIMHCKOrO PyKOBOACTBA MbITAOTCA HANTM 0O0OCHOBaHWE Af1F NpUMEHe-
HUS1 YK€ CYLLECTBYIOLLMX MEXAYHAPOAHLIX HOPM K KNOepnpocTpaHcTBy. Beab Hapexn
Ha BbIpaboTKy BCEOOLLMX NPaBMi HEMHOr0, a Yrpo3a CTAHOBUTCS BCE PeasibHEN.

B KAHECTBE 3AKJTIOHEHUSA

ATpubyumus kubepyrpo3 — [O0CTATOYHO HenpocTas 3ajadya, KoTopas OTIMyaeTcs
OT aHaNorn4yHol B Mnpe G1U3nN4eckoM TeM, YTO, BO-NEPBLIX, Mbl HE B COCTOSIHUN MAEH-
TUOUUMPOBATL HAPYLUMTENS U YCTAHOBWTb €ro MOTMBALMIO TOJSIbKO TEXHWYECKUMU
mMeTogamu. A BO-BTOPbIX, crieLonepaummn B knbepnpocTpaHCTBE HacTo peanvaytoTcs
cpasy B HECKOJIbKUX IOpUCOMKLMSIX, @ 3TO TpebyeT B3anMOAeNCTBIS U COTPYAHNYECTBA,
He Bceraa BO3MOXHOT0 B TEKYLLE FeonoIMTUYEecKol CUTyaLUmm, Koraa oTaesNbHbIe rocy-
[apcTBa He [N0BepPSIoT ApYr APYry.

B Takom HebonbLIOM MaTepurane JOCTaTOYHO CIIOXHO paccka3aTb 060 BCEX OCOOEHHO-
CTSX aTpubyLMmn Knbepyrpo3. Mbl BUOMM, YTO CYLLECTBYIOT OOBEKTUBHbBIE 1 CYObEKTVBHbIE
CNOXHOCTM B MPaBUSIbHOM OMPEeeNiEHNM UCTOYHMKA onepaumii B KMGepnpoCTPaHCTBeE.
Mbl nOHMMaeM, 4TO B TEKYLLEN reOnOANTUYECKOM CUTYaLMK O4EHb YacTO TOMY UM UHO-
My rOCyL,apCTBY BbIrOOHO 3asBNsiTb 00 aTtakax Co CTOPOHbI APYroro rocyAapcTsa, Jaxe
He NpeabsBNSAsA CEPbe3HbIX A0Ka3aTeNbCTB. Mbl MOHUMAEM, YTO CYLLECTBYIOT Pa3/INYHbIE
METOZbI, MO3BOSNSOLLME XOTS Obl ONPEAENUTLCS CO CTPAHOM, KOTOPast ABASIETCS UCTOY-
HMKOM Knbepyrpoa, Ho... K coxaneHnuio, noka y Hac HeT (uckoyas, ObiTb MOXET, one-
paTuBHYIO pPa3paboTky) METOAOB, NO3BOASIOLLMX MPOBECTM YETKYIO rPaHb MEXAY aTakon
CO CTOPOHbI HACTHOr0, HErOCYAAPCTBEHHOIO akTopa 1 HanaAeHeM, 3a KOTOpPbIM CTOUT
nepxasa, a 3HauuT, Tema aTpubyumm Knbepyrpoa He 3akpbiTa 1 OyaeT NPOAoSIKEHA. C
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